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Abstract 

The increasing importance of blockchain in supply chains has led to myriad papers with conflicting or 

imprecise results. This critical review of 118 articles first summarises the emerging literature on the role 

of trust in blockchain use in supply chains. Next, we identify and refine concepts that have been neglected 

or confused in the literature. We note the critical role of physical data verification (i.e., checking that on-

chain records match the state of physical goods). We distinguish interorganisational trust in partners from 

trust in blockchain technology. Hence, we develop a set of propositions based on these clarifications. 

Specifically, physical verification of the data logged onto the blockchain increases trust, both between 

partners and in blockchain technology. However, as trust in blockchain technology increases, partners 

who already trust each other may see less need to use it. Blockchain usage increases both kinds of trust. 

The more trust there is, the less that data logged onto the blockchain will be physically verified. Future 

research may investigate the role of additional technological advances required to ensure that digital 

records accurately represent reality. 
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literature review. 
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Résumé 

L’importance croissante de la blockchain dans les chaînes d’approvisionnement a donné lieu à une 

avalanche d’articles présentant des résultats contradictoires ou imprécis. Dans cette revue critique de 118 

articles, nous résumons tout d’abord la littérature émergente sur le rôle de la confiance dans l’utilisation de 

la blockchain dans les chaînes d’approvisionnement. Ensuite, nous identifions et affinons les concepts 

essentiels qui ont été négligés ou confondus dans la littérature. Nous soulignons le rôle crucial de la 

vérification physique des données, c’est-à-dire la vérification de la correspondance entre les 

enregistrements sur la chaîne et l’état des biens physiques. Nous distinguons la confiance 

interorganisationnelle dans les partenaires de la confiance dans la technologie blockchain. Sur la base de 

ces clarifications, nous élaborons un ensemble de propositions. Plus précisément, la vérification physique 

des données enregistrées sur la blockchain renforce la confiance, tant entre les partenaires qu’envers la 

technologie blockchain. Cependant, alors que la confiance dans la technologie blockchain augmente son 

utilisation, lorsque les partenaires se font déjà confiance au départ, ils peuvent considérer qu’il est moins 

nécessaire d’utiliser la blockchain. L’utilisation de la blockchain renforce ces deux types de confiance. 

Plus la confiance est grande, moins les données enregistrées sur la blockchain seront vérifiées 

physiquement. Des recherches futures pourraient s’intéresser au rôle des avancées technologiques 

supplémentaires nécessaires pour garantir que les enregistrements numériques reflètent la réalité. 

Mots-clés :  

blockchain, système d'information de la chaîne d'approvisionnement, confiance, vérification des 

données physiques, revue critique de la littérature. 
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1 Introduction 

Various technologies have been used to support supply chain information systems (SCISs) “designed to 

provide information and information processing capability to support the strategy, operations, 

management analysis, and decision-making functions” (H. Hu et al., 2023; Tarokh & Soroor, 2006). 

These technologies have historically included enterprise resource planning (ERP) systems. However, their 

effectiveness across organisations is limited (Akkermans et al., 2003), primarily because they require 

multiple organisations to agree on the same vendor’s technology (Al-Sumaidaee et al., 2023). Enterprise 

application integration (EAI) combines application capabilities to build efficient, cost-effective IT 

infrastructures. However, as with ERPs, EAI requires a centralised data architecture, so supply chain 

partners must trust the central controller for the reliability of records, which can often be rather opaque to 

them (Brusset, 2016; Karamchandani et al., 2020).  

Blockchain has been increasingly integrated into SCISs to ensure that information recorded across all 

supply chain members can be shared immutably to prevent any single entity from modifying it (Beck et 

al., 2018). Blockchain is a distributed ledger or database of non-erasable blocks of digital records 

registered using a precise consensus mechanism to validate and record this information (Alkhudary et al., 

2020). Several organisations have already deployed blockchain across their supply chain networks to 

improve service quality and ensure efficient financial and physical flows (S. E. Chang et al., 2019). The 

global market was estimated at approximately USD 7.23 billion in 2025, which is projected to exceed 

USD 8.67 billion in 2030 (Fortune Business Insights, 2026) . However, many challenges exist to making 

blockchain adoption a reality for enterprises, including concerns about standards, regulations, common 

governance models, and viable ecosystems (Ehrenberg & King, 2020). 

Several literature reviews have studied the use of blockchain in supply chains (BCSC) from different 

perspectives: general reviews of current applications, future potential, and challenges (Karakas et al., 

2022; Queiroz et al., 2019; Y. Wang, Han, et al., 2019); various industrial sectors that use BCSC (Dutta et 

al., 2020); blockchain and trust in an interorganisational context from an international business perspective 
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(Murimi et al., 2023); blockchain applications in the agri-food supply chain (González-Mendes et al., 

2024; Vern, Panghal, Mor, & Kamble, 2024); blockchain integration with artificial intelligence for the 

supply chain (Charles et al., 2023); and the benefits of collaborative shared information in contrast to 

barriers such as conflicts of interest (Najar et al., 2024; Wan et al., 2020). However, considerable 

disagreement persists about the role of trust in BCSC after analysing the BCSC literature, despite broad 

consensus on the relationships among blockchain use, information sharing, and performance. 

Batwa and Norrman’s (2021) review specifically focused on trust in BCSC and distinguished trust among 

supply chain partners from trust in blockchain technology, each conceptualised with distinct dimensions. 

Batwa and Norrman developed propositions on the relationships between these trust dimensions and 

information sharing enabled by blockchain. Although they highlighted contradictions in the literature, they 

could not resolve some important questions, such as why some studies have found that blockchain 

increases trust, whereas others have found that it constrains trust in supply chains. Hence, their 

propositions left such investigations to future research.  

Despite such prior reviews, we find it disconcerting that most studies and reviews have relied on 

questionable assumptions about the nature of trust in BCSC, thereby leading the literature in a direction 

that is inconducive to the successful application of blockchain aligned with how supply chains work. Even 

the previously mentioned review overlooked important distinctions, such as the specific subjects of trust 

(e.g., users vs managers), while not sufficiently developing the consequences of trust based on physical 

data verification of the supply chain products. Notably, Schilke and Lumineau (2023) highlighted that 

interorganisational trust can reside at both the individual boundary-spanner and organisational levels, 

thereby underscoring the need to clarify precisely whose trust is being examined in blockchain-enabled 

supply chain settings. 

For example, a common assumption is that data on the blockchain accurately reflect the reality of the 

physical activities on the ground and can be trusted (e.g., de Boissieu et al., 2021; Kayikci et al., 2020). 

Despite several literature reviews on BCSC, the crucial fact that blockchain lacks a mechanism to 

guarantee such correspondence has been widely overlooked (Albizri & Appelbaum, 2021; Baharmand et 
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al., 2021; Hald & Kinra, 2019; Ozdemir et al., 2021). Moreover, much of the literature has inferred that 

blockchain technology somehow eliminates the continued importance of trust in supply chain partners 

(Bai & Sarkis, 2020; Centobelli et al., 2021). Moreover, this literature has failed to distinguish between 

trust among supply chain partners and trust in blockchain technology, with relatively few exceptions of 

reporting conflicting relationships regarding the direction of trust in the consequences or antecedents of 

blockchain adoption and trust in partners (Batwa & Norrman, 2021).  

Given the state of the field, the research objective of this critical review is to recalibrate the direction of 

future research to ask more meaningful questions about trust in BCSC that properly understand its 

specificities. Our goal is not to conduct another general literature review summarising the rapidly 

developing body of literature on blockchain in the supply chain context (Karakas et al., 2022; Queiroz et 

al., 2019; Y. Wang, Han, et al., 2019). Rather, this critical review (as characterised in Paré et al., 2015) 

seeks to provide a necessary summary of the scholarly consensus in this domain, including critiquing 

unclear concepts and questionable relationships related to trust in BCSC. Specifically, our critical review 

aims to address the following research question: 

How are blockchain use, trust in partners, and trust in blockchain technology related to each other 

in supply chain information systems, and how does physical data verification affect these 

relationships?  

A critical review is a specific approach to literature reviewing that “critically analyze[s] the extant 

literature on a broad topic to reveal weaknesses, contradictions, controversies, or inconsistencies” (Paré 

et al., 2015, p. 189). Unlike an empirical study that asks and answers a research question, our critique 

leads to propositions that pose novel questions. We build on this critique to develop a research agenda 

grounded in our analysis to guide future research toward answering such questions. 

Hence, we offer three main contributions beyond a general review of the role of trust in BCSC. First, we 

highlight the crucial role of physical data verification in BCSC. Normally, people think of blockchain for 

digital products (e.g., cryptocurrencies; Mattke et al., 2021), so they ignore the need to verify the mapping 

between the digital record and the physical world. Second, we show that two distinct forms of trust related 
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to BCSC (i.e., trust in partners and trust in blockchain) can have opposite theoretical effects on blockchain 

use. Thus, we build on the information systems literature, which distinguishes between trust in technology 

and interpersonal trust (Lin & Lin, 2019; Lippert & Forman, 2006; McKnight et al., 2011). Moreover, in 

our supply chain context, we focus on interorganisational trust (i.e., trust in supply chain partners) rather 

than interpersonal trust. Third, we show the importance of considering the temporal sequencing of 

blockchain use in relation to trust development. Whereas most of the literature argues that blockchain use 

increases trust, we argue that when trust is initially in place, supply chain partners may not need 

blockchain, thereby reducing its use. 

Our critical review, which aims to contribute to theory development, is structured similarly to others 

(Kordzadeh & Ghasemaghaei, 2022; Steininger et al., 2022; Zhang, 2013). The remainder of this article is 

organised as follows. First, we examine some critical theoretical concepts that have been poorly identified 

or altogether neglected by the BCSC literature. Next, we develop a research agenda with new theoretical 

propositions based on our refined concepts. Finally, we discuss the contributions and implications of the 

review with some directions for future research.ly summarise the literature, and list the articles 

constituting our review. 

2 Critical Literature Review Methodology 

We applied a broad yet selective search strategy in line with the critical review genre. Unlike most 

literature reviews that employ a comprehensive search strategy that attempts to synthesise the entire body 

of literature, “Critical reviews are either selective or representative, and they rarely involve a 

comprehensive search of all of the relevant literature” (Paré et al., 2015, p. 189). We followed the four 

major stages of a critical review (Steininger et al., 2022): review plan, literature identification, data 

extraction and categorisation, and critical analysis.  

2.1 Review plan 

We began with a general, informal exploration of literature on BCSC. During this early stage, we 

observed a recurring theme: the assumption that information recorded in a blockchain is inherently 
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trustworthy and does not require further verification. This assumption is often taken for granted in many 

articles, which contrasts with our observation of managerial experience with blockchain technology. This 

observation led us to focus our critical review on trust in blockchain systems. 

2.2 Literature identification 

We searched for literature on the use of blockchain in the context of supply chains from 2008, the year 

that blockchain emerged (Nakamoto, 2008), to July 2024 in the Scopus and EBSCO Business Source 

Ultimate scholarly literature databases. They offer broad coverage of management, operations, and 

information systems research, thereby ensuring disciplinary relevance and journal quality. We employed 

the following search string on the titles, abstracts, and keywords: (blockchain OR blockchains OR “block 

chain” OR “block and chain” OR “distributed ledger”) AND “supply chain” AND (trust OR “data 

verification” OR “data validation”). We found 1,372 articles. Filtering on English-language peer-reviewed 

journal articles resulted in 493 articles. Figure 1 outlines the search procedure described here. 

Our goal for our critical review was not to replicate previously conducted reviews of BCSC, but 

rather to assess and critique the theoretical trends in the most influential literature while highlighting 

important issues that past reviews have overlooked. We only considered peer-reviewed English-language 

articles from journals listed in the 2021 Academic Journal Guide (AJG) from the Chartered Association of 

Business Schools, an extensive list of 1,698 journals from all fields of business, including information 

systems and supply chain management, among others. Following this choice, we focused on business-

oriented journals because we are interested in the management and human aspects of blockchain use rather 

than being drowned in the thousands of technical articles on the topic in fields like computer science and 

engineering.  

We verified the appropriateness of articles by reviewing the abstracts and, as needed, the full text. 

We also included relevant articles from our reading and references, even if they were not on the list. In 

addition to the AJG list, we considered articles in the FNEGE list of management and economics journals 
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that were not in the AJG list. However, this approach did not yield further articles. We included all such 

articles from the AJG and FNEGE lists. 

 This step ensured that the final selection addressed the relationships among the core concepts 

central to our study. The methodological nature of each article, whether conceptual or empirical, was not a 

selection criterion at this stage. Instead, we noted the methodological approach for use in the subsequent 

analysis phase. We thus identified a final list of 118 articles that provided either empirical evidence (i.e., 

qualitative or quantitative) or conceptual arguments concerning the relationships among the core concepts. 

By comparison, Batwa and Norrman (2021), with a similar focus on trust in BCSC, identified and 

reviewed 55 articles. The reviewed articles are listed in Appendix B, along with their relationships. Figure 

1 outlines the search procedure described here. 

 

 

Figure 1. Literature search procedure 
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2.3 Data extraction and categorisation 

We used the theoretical synthesis approach (Okoli, 2022) to organise the key concepts from the identified 

articles into theoretical concepts and their relationships using a theory extraction worksheet. These 

concepts were then refined based on our interaction with the literature and synthesised using a theory map 

and a concept matrix (see Appendix B). The use of these tools was instrumental in enhancing our 

understanding and ability to critique the articles under review. 

We also read numerous other articles related to BCSC. We found that the most problematic relationships 

examined were those among blockchain use, trust, information sharing, and performance. Therefore, we 

focused on these theoretical concepts in the first part of this review, which summarises the existing 

literature. We summarise the findings from this stage of the review in Figure 6 and Appendix B. 

2.4 Critical analysis 

The final step, critical analysis, involved applying problematisation techniques to challenge assumptions 

in the literature. We used two techniques. First, we framed our inquiry in terms of contrastive research 

questions (Tsang & Ellsaesser, 2011) that stated the base question and explicitly highlighted the contrast 

that made the question non-intuitive. While we did not retain the contrastive forms of our final research 

question, they helped us focus our attention on what was not intuitive. For example, we focused our 

analysis on intermediary questions, similar to the following: 

• Why is physically unverified blockchain data not a trustworthy representation of physical reality 

rather than being a trustworthy representation? 

• Why does trust between partners decrease the likelihood of implementing blockchain rather than 

either increasing its likelihood or at least having no effect? 

• Why should two different types of trust (i.e., trust in partners versus trust in blockchain) have 

opposite effects on the use of blockchain rather than having similar effects? 

Second, we followed Okoli’s (2021) principles for developing research agenda propositions that 

problematise and extend the current literature. Specifically, we summarised the relationships and findings 

from the existing literature (see Appendix A and Figure 6). We then applied theoretical concept synthesis 



10 

with a propositional scope (Okoli, 2022) to extract and highlight inconsistencies in the literature 

(presented in Section 2). Finally, we considered the consistencies and divergences in the literature to help 

us identify the concerns that we formulated as a research agenda. Overall, this step was essential for 

developing a nuanced and critical perspective on the literature we reviewed. We summarise the insights 

from this research agenda in Appendix A and Figure 4 and Figure 5. 

3 Critical Analysis of Conceptual Tensions in the Literature 

This section critically analyses three major conceptual tensions in the literature on BCSC. We draw on 

examples from various industries to emphasise how seemingly overlooked nuances bear implications for 

integrating blockchain into SCISs. As stated, we solely focus here on surfacing these problems rather than 

resolving them. Their theoretical elaboration is developed in the following major Section 4. 

3.1 Tension 1: Blockchain use – Intentions, actual use, and publication bias 

We define blockchain use as the implementation and employment of blockchain technology in supply 

chains. In our BCSC research context, we include both actual use and future use intentions. Nevertheless, 

the underlying assumption in much of the literature is that intended and actual blockchain use can be 

treated interchangeably. However, this assumption is flawed because intention-based findings often reflect 

expectations or hype rather than observed organisational behaviour.  

Given the relative novelty of blockchain, most empirical studies have measured intention to use 

blockchain rather than actual use (notable exceptions include Dubey et al., 2020; Fosso Wamba & 

Guthrie, 2020; Kshetri, 2018; Pan et al., 2020; Zelbst et al., 2019). Unsurprisingly, nearly all relationships 

between blockchain use and performance have been positive, given the hype surrounding it (Madaan et 

al., 2023; Sharma, Bhatia, et al., 2023). Indeed, the assumption that intention equals implementation 

obscures potential publication bias and prevents the literature from accurately theorising about 

blockchain’s realised impacts. 

Unfortunately, among the few studies empirically investigating the actual use of blockchain, we are 

concerned that publication bias might be at play, as we could not find a single study that had surveyed or 
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analysed organisations where blockchain was unsuccessful. Notably, few even studied the overall cost of 

investing in such technology, given the expected benefit for the supply chain (Y. Chang et al., 2020; 

Karakas et al., 2022; Öztürk & Yildizbaşi, 2020), with Cole et al. (2019) and Rimba et al. (2020) 

identifying the lack of such research. Instead, qualitative studies have only investigated promising or 

successful cases of blockchain deployment (e.g., Rahmanzadeh et al., 2020; Y. Wang, Singgih, et al., 

2019). Moreover, quantitative studies with large samples have either studied nonusers’ intention to use 

blockchain (e.g., Wong et al., 2020; C.-S. Yang, 2019) or the sampling only targeted current users (e.g., 

Roeck et al., 2020) or nonusers and users together (Dubey et al., 2020) in the few existing surveys of 

actual blockchain users.  

Concrete examples reinforce our concern. In the food industry, the Walmart mango-traceability pilot and 

subsequent agri-food projects have been widely publicised as successes. However, few published studies 

have assessed their cost–benefit trade-offs or operational failures, despite Rogerson and Parry (2020) 

noting that visibility gains depend on continuous manual data entry that increases costs and errors. In the 

pharmaceutical sector, the MediLedger blockchain has often been cited as proof of effective industry 

coordination. However, available accounts have emphasised technical feasibility rather than economic 

performance or abandoned trials (Mattke et al., 2019).  

Therefore, the silence in the empirical record illustrates how positive-case reporting dominates the 

literature while omitting projects that stall due to high integration costs, regulatory incompatibilities, or 

insufficient partner engagement. This selective visibility constitutes publication bias sustained by the 

assumption that only successful implementations yield theoretical insight. Therefore, we offer a deeper 

criticism of assumptions: the literature implicitly assumes that success stories reveal mechanisms (see 

generally Stanley, 2005) of trust and performance, while failures are treated as anomalies rather than as 

data that can falsify prevailing claims about blockchain’s benefits. 

As we argue later, the nature of the relationship depends on whether trust is considered before 

implementing blockchain (i.e., intention to use) or after its adoption (i.e., actual use). Thus, our 

propositions explicitly clarify whether actual or intended use is meant. 



12 

3.2 Tension 2: Whom or what is trusted in information system-driven supply chains? 

In supply chain management, trust refers to when an actor is unsure of what another actor will do but has 

good reason to be confident that the latter will act as expected, both now and in the future. A key 

assumption underlying much of the literature is that “trust” is a single, unified construct. However, this 

assumption is flawed because it collapses two fundamentally distinct relationships: trust among partners 

and trust in technological systems.  

The literature has established that asymmetric information and opportunistic behaviour lead to a lack of 

trust (Babich & Tang, 2012; Beth et al., 2003; F. Chen, 2003; Narayanan & Raman, 2004), while 

blockchain is seen as a solution to trust problems among supply chain partners (Di Vaio & Varriale, 2020; 

Yong et al., 2020). However, Cole et al. (2019) challenged the link between trust and blockchain 

applications based on two schools of thought. One school considers blockchain to be a network of trust 

among supply chain partners (D. Ghode et al., 2020; Sheel & Nath, 2019; Yeoh et al., 2023), whereas the 

other argues that blockchain’s trustless system removes the need for trust (Centobelli et al., 2021; 

Economist, 2015; M. Kim et al., 2018; Powell et al., 2023; Swan, 2015). The latter view switches the 

focus from interorganisational trust to system or machine trust (Schmidt & Wagner, 2019). Hence, 

participants trust that the blockchain works, regardless of which organisations participate. 

Therefore, we clarify between two kinds of trust pertinent to BCSC: trust in partners (i.e., 

interorganisational trust (Zaheer et al., 1998) and trust in the blockchain system (i.e., trust in the machine 

(Risius & Spohrer, 2017)). We explicitly define these two types of trust in Sections 3.2.2 and 3.2.3 below. 

Batwa and Norrman (2021) made this distinction in their review of trust in BCSC. Nonetheless, we add a 

further distinction: the subjects of trust significantly differ between these two kinds of trust. Hence, 

treating trust as monolithic prevents theory from explaining opposite empirical findings while concealing 

the critical need to distinguish trust in partners from trust in blockchain technology. The following 

subsection briefly discusses various aspects of trust before focusing on the two pertinent to our analysis. 

3.2.1 Who is trusting? Subjects of trust  

Consistent with the literature on trust in supply chains, our analysis is at the organisational level, so we do 
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not examine individual users’ trust in the system, which fundamentally differs from most of the literature 

considering individuals as the subjects of trust (Lankton et al., 2015; McKnight et al., 2011). While the 

unit of analysis is the organisation, trust is essentially an individual concept. Strictly speaking, 

organisations, as abstract entities, cannot trust anything, even though, per Schulz, Valentinov, and Pies 

(2024), they can be viewed as possessing unique characteristics that systematically increase their 

reliability and legitimacy. Therefore, we consider the aggregate trust of certain groups within an 

organisation to represent the organisation’s trust. 

 

Figure 2: Trust in partners and trust in technology in a supply chain 

We are interested in two primary groups. First, considering trust between organisations, we are interested 

in those identified by the supply chain literature as “boundary spanners”: individuals within a focal firm 

who directly contact counterparts in another firm, thus spanning the boundary between the two firms 

(Zaheer et al., 1998). Indeed, interorganisational trust can be anchored at multiple levels, from individual 

boundary spanners to collective organisational entities, thereby underscoring the importance of clarifying 

which unit is actually doing the trusting (Schilke & Lumineau, 2023). Second, considering technology in 

the supply chain, we focus on the collective trust of a representative group of users within an organisation. 

Thus, we consider collective SCIS users, which normally include boundary spanners and other users, and 

consider their trust towards SCISs. 

The following sections elaborate on two pertinent theoretical concepts: trust in partners and trust in 
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technology (see the representation inspired by Zaheer et al., (1998, Figure 1) in (Zaheer et al., 1998)). 

3.2.2 Whom is being trusted? Trust in partners 

We define trust in partners as when a supply chain partner is unsure of what another partner will do but 

has good reason to be confident that the latter will act as expected, both now and in the future. We focus 

on both the dyadic trust between pairs of organisations (Gefen et al., 2008; Goo et al., 2009; Ibrahim & 

Ribbers, 2009; Klein & Rai, 2009) and aggregate trust that a focal organisation’s collective of individuals 

has in all partner organisations in the supply chain. We refer to our particular focus on interorganisational 

trust as “trust in partners” (Z. Wang et al., 2014). However, attributing trust to an organisational entity 

rather than a sum of individuals often depends on the extent to which shared norms and practices shape 

collective perceptions of partner reliability (Schilke & Lumineau, 2023). 

Indeed, trust in the present context is meaningful “if and only if at least one party is exposed to an element 

of behavioural risk” (Lyons & Mehta, 1997, p. 240), where behavioural risk is present if one party’s 

behaviour can materially affect the other party. The fate of a supply chain lies in all partners’ ability to 

work effectively with aligned objectives, incentives, and rules to alleviate power concerns (Allen et al., 

2000). In fact, interorganisational trust often reflects organizationally embedded processes that transcend 

interpersonal ties (Schultz et al., 2024), thereby shaping how a collective anticipates and evaluates a 

partner’s actions (Schilke & Lumineau, 2023). Trust stems from interlocked partners understanding that 

they need each other to deliver goods and services while having aligned objectives and corresponding 

incentives (Narayanan & Raman, 2004). In such a setting, trust springs from the choice of governance 

(Ghosh & Fedorowicz, 2008; Gulati & Nickerson, 2008; Robson et al., 2008) or from the level of control 

partners have over one another (Gallivan & Depledge, 2003).  

3.2.3 What is being trusted? Trust in technology 

The second aspect of trust is closer to our study’s focus. Indeed, people also trust inanimate objects, such 

as computer technology and information systems (Lin & Lin, 2019; Lippert & Forman, 2006; McKnight et 

al., 2011). This understanding of trust comes from an information systems research perspective outside of 



15 

the supply chain management context. Nevertheless, it is particularly critical in the context of blockchain 

in the supply chain to counter the widespread argument that blockchain obviates the need for trust. We 

argue here that, rather than trust vanishing altogether, a “trustless” or “zero-trust” system (Albizri & 

Appelbaum, 2021; Powell et al., 2023) actually means that the object of trust shifts from the partners to 

the system. Therefore, blockchain does not enable “trustless” systems but rather highlights a specific type 

of trust: trust in technology (Lippert & Forman, 2006; McKnight et al., 2011). Hence, the partners trust 

that the blockchain will work as expected, regardless of which organisations participate in the supply 

chain (M. Kim et al., 2018).  

Risius and Spohrer (2017) offered insightful observations concerning the notion of trust in blockchain. 

They highlighted that various blockchain technologies involve different degrees of trust in the other 

blockchain parties. For instance, less-trusting verification mechanisms based on cryptocurrency mining 

may be used for public networks, whereas alternative mechanisms based on permissions may apply within 

private, trusted networks (p. 387). also noted that even in low-trust networks, blockchain users must still 

trust technology infrastructure providers, who are people, not technology (p. 391). 

McKnight et al. analysed many aspects of trust in technology. The perspective that best matches the focus 

of this article is what they called “trusting belief-specific technology-functionality: the belief that the 

specific technology has the capability, functionality, or features to do for one what one needs to be done” 

(2011, p. 7). Specifically, we define “trust in blockchain” as the composite trust of the SCIS user group in 

the focal firm regarding the SCIS enabled by blockchain, based on the belief that blockchain technology is 

capable of reliably transmitting the necessary supply chain information. 

Surveys and interviews are the principal means of empirically measuring trust in blockchain technology. 

However, unlike trust in partners whose aggregate measurement may be dominated by a few powerful 

boundary spanners, the role of SCIS users is more egalitarian in the collective group for measuring an 

organisation’s trust in technology, as each user decides whether to use the SCIS based on trust (Hoehle et 

al., 2012), despite the feelings of other SCIS users or the insistence of their managers (Bhattacherjee et al., 

2018). Thus, their collective trust is more accurately measured as an average. 
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3.3 Tension 3: The reality check – Gaps in physical data verification 

One of the fundamental principles of supply chain management is the physical verification of goods 

recorded in the SCIS. Our term “physical data verification” is not to be confused with “data validation” 

(i.e., verifying that data correspond to the defined set of valid possible values consistent with the database 

structure). Rather, we define our term as the verification that the data correspond to the real-world reality 

that they are supposed to represent.  

This verification can take several forms, depending on the data. For instance, an importer may have a 

certified third-party check imported goods for quality at the port of export. A pharmacist may check the 

vaccine temperature log to confirm that the cold chain was not broken since the expedition. A food 

inspector may check whether ground meat is indeed beef and contains no more than the expected 

maximum amount of fat. A manufacturer of baby talcum powder may verify the absence of asbestos in the 

acquired raw material.  

Furthermore, the “quality of the information shared – rather than the extent of information sharing – 

should be seen as the main leverage” (Z. Wang et al., 2014). Indeed, periodic inventory checks must be 

conducted to ensure the accuracy of the digital records of physical goods. However, this cardinal principle 

is taken for granted in theoretical models. For example, on a decision-making operational level, digital 

twins primarily concern the representation of a complex reality through “physical-to-virtual connections” 

that link (i.e., twin) physical and digital assets so that the difference “between the physical and digital 

entities is determined and the virtual entity is updated accordingly” (Jones et al., 2020). 

The literature commonly assumes that blockchain automatically guarantees the truth of recorded data. 

Nonetheless, this assumption is mistaken because immutability ensures that records cannot be changed, 

not that they are initially correct. For instance, in vaccine distribution, Hu et al. (2023) showed that 

blockchain systems must still rely on physical temperature verification through Internet of Things (IoT) 

sensors to maintain trust in cold-chain integrity. In the food sector, Rogerson and Parry (2020) 

documented that, despite blockchain-enabled traceability, verification of origin still depends on manual 

audits and laboratory testing of meat and dairy samples. In manufacturing and pharmaceuticals, Li et al. 
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(2020) and Niu et al. (2021) emphasised that sensor readings or laboratory certificates may be uploaded, 

but their authenticity remains untested without human or third-party inspection.  

Such examples reveal that the theoretical omission of physical data verification stems from an assumption 

of technological sufficiency. Therefore, exposing such hidden assumptions is crucial (Steininger et al., 

2022). These empirical cases reintroduce physical verification as a central concern to demonstrate that 

blockchain’s credibility ultimately depends on continuous, costly, and fallible interactions with the 

physical world, which the literature has largely ignored.  

Several factors impede the widespread practice of physical data verification, despite supply chain 

managers’ awareness of its importance (Xiao et al., 2012). Physical verification requires physical access to 

products in partners’ hands. However, when a focal firm receives goods, it is not always easy or feasible 

to verify their quality. Moreover, such a detailed inspection cannot verify the goods’ provenance (Brun & 

Moretto, 2014; J. Yang et al., 2006). Therefore, thorough verification requires access to partners’ factories 

and warehouses, which is sometimes achieved by employing third-party quality certifiers, albeit 

inconsistently (Yan et al., 2020).  

Hence, the uncritical transfer of the “trustless” claim from digital contexts to physical supply chains blinds 

the literature to the unresolved problem of verifying that blockchain data genuinely reflects physical 

reality. We develop this and other unresolved problems in the following major section. 

4 Unresolved Challenges and Theoretical Propositions 

We now turn to the unresolved theoretical challenges posed by the conceptual tensions identified in 

Section 2, which motivate our propositions. We uncovered several key inconsistencies and puzzles 

regarding the relationships among the theoretical concepts of blockchain use, trust in partners, trust in 

blockchain technology, and physical data verification. This section first motivates our proposition 

development by critiquing important unresolved issues arising from our analysis. Subsequently, the next 

two subsections derive several propositions regarding the relationships among the theoretical concepts 

described in the previous section to provide resolution. These propositions mark the first steps towards 

answering the research question: “How do blockchain use, trust in partners, and trust in blockchain 
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technology influence one another, and how does physical data verification mediate these relationships 

within supply chain information systems?” 

4.1 Unresolved issues concerning physical data verification 

The literature affirms blockchain’s benefits for supply chain concerns such as visibility, traceability, and 

transparency (Ahmed et al., 2023; Murimi et al., 2023). However, a critical yet often-overlooked concern 

is the veracity of data on the blockchain. For example, Tezel et al. (2021) claimed that blockchain allows 

“individuals, organisations, and machines to transact with each other over the internet without having to 

trust each other or use a third-party verification” (p. 1). Moreover, “If an organisation chooses to opt for 

blockchain-as-a-service (BaaS), they will not be running their Ethereum private node, meaning they are 

not verifying transactions and trusting a third-party machine to do so, which defies some of the purposes 

of blockchain implementation cases” (p. 10).  

This mistaken notion that blockchain somehow eliminates the need for third-party verification is 

widespread in the literature (e.g., de Boissieu et al., 2021; Kayikci et al., 2020; M. Kim et al., 2018). 

Nevertheless, nothing in the blockchain mechanism verifies that the true physical state of the world 

matches the blockchain record. Furthermore, if erroneous data are entered into a blockchain (whether 

accidentally or fraudulently), they are immutable and propagate throughout the supply chain. Nonetheless, 

the mechanisms and processes for ensuring information correctness and validity are assumed to be beyond 

the scope of concern for blockchain (Glaser, 2017; Hawlitschek et al., 2018, 2020), which is a major 

concern for BCSC. Again, this concern differs from those in blockchains for digital products and services 

(e.g., financial transactions), where the state of the world is digital. 

We offer several examples of such oversight. The literature delegates the verification of physical reality to 

a “physical layer” comprising various IoT devices, including sensors and radio-frequency identification 

(RFID) tags (Agrawal et al., 2021; S. Hu et al., 2021; Lao et al., 2020; Saurabh & Dey, 2021). However, 

potential forgers can abuse the system if verification of the actual states of the world is not performed 

(Wasim Ahmad et al., 2021, p. 3). Thus, merely claiming that “the blockchain facilitates the disclosure of 
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information and impedes the provision of intentionally corrupted information” (Notheisen et al., 2017, p. 

5) is insufficient.  

Whereas some (e.g., Lu & and Xu, 2017) have argued that a laboratory’s verification of a sample is 

enough, it does not guarantee that the rest of the batch is good or that the same sample cannot be used 

multiple times across batches. For example, Niu et al. (2021) did not specify how quality is to be verified 

beyond stating that the manufacturer does so while the retailer is not subject to verification. Monitoring 

and other controls involve information gathering, fact checking, and verification processes to assess the 

congruence between reported information and reality (Yan et al., 2020). Such verification involves 

processes conducted in two areas: information cross-checking in information systems and fact checking of 

the true state of goods (i.e., physical data verification). The latter seeks to ensure consistency between 

physical reality and data records, which can only be conducted offline. 

Surprisingly, few studies have acknowledged the continued need for physical data verification in 

blockchain-based supply chains for physical products. Fortunately, some have taken this challenge quite 

seriously. For instance, Rogerson and Parry argued, “Errors and fraud can enter the digital supply chain 

at the interface between the physical and digital” (2020, p. 605). Thus, even after the data are reliably 

certified as corresponding to the blockchain record, the blockchain does not reflect any subsequent 

changes.  

Moreover, in a Delphi study of more than 100 supply chain experts who predicted the ongoing challenges 

for blockchain in 2035, data verification was widely acknowledged as a problem that blockchain could not 

resolve (Kopyto et al., 2020). Indeed, many expert practitioners are keenly aware of the seriousness of this 

challenge, even though many scholars seem to overlook it.  

Song et al. (2024) found that effective reliance on blockchain governance requires both data verifiability 

and codifiability in the blockchain; otherwise, relational and contractual governance are more important. 

Moreover, a few researchers have explicitly acknowledged physical data verification in their design when 

designing prototypes of blockchain-enabled supply chains, thereby demonstrating how blockchain, 

combined with IoT sensors, can reduce manual verifications without eliminating them (Albizri & 
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Appelbaum, 2021; Centobelli et al., 2021; J. Li et al., 2020). This demonstration starkly contrasts with the 

work of other researchers, who have assumed that physical data verification is unnecessary while 

acknowledging that the effectiveness of their automated solution would be compromised if such manual 

steps were required (Bader et al., 2021; Y. Chen et al., 2022; Pelé et al., 2023a; Zhu et al., 2022). 

The widespread assumption that data recorded on the blockchain is more trustworthy than data recorded 

using other digital record technologies arises from a transfer of trust from the application of blockchain in 

financial services to its application in the movement of physical goods in supply chains. However, we 

argue that this transfer of trust is unwarranted. When considering fully electronic financial transactions, 

there is no meaningful difference between the actual financial status and the digital blockchain record of 

that status, given the confidence blockchain provides. In fact, a fundamental difference exists between a 

physical good and its digital record, even a blockchain record. Therefore, the physical good must be 

physically verified to ensure that the digital record matches it because the mere fact that the record is 

logged on a blockchain does not make it trustworthy. Indeed, an inaccurate record can be recorded on a 

blockchain, so it is not trustworthy without physical verification. Even worse, an inaccurate record on a 

blockchain is immutable and thus potentially more damaging than one on a conventional, mutable system. 

4.2 Unresolved issues concerning trust in blockchain 

We now turn to problematic assumptions with the literature’s treatment of trust in blockchain. The 

literature predominantly associates BCSC with increased trust by arguing that blockchain use increases 

trust between partners (Brookbanks & Parry, 2022; Centobelli et al., 2021; Howson, 2020; Qian & 

Papadonikolaki, 2020; Yacoub & Castillo, 2021). However, this simplistic assumption ignores temporal 

sequencing and the possibility that pre-existing trust may even reduce rather than enhance the motivation 

to adopt blockchain. Ironically, although such arguments are premised on blockchain use followed by trust 

(Manzoor et al., 2024; Trautmann et al., 2024), most studies making this argument have surveyed supply 

chain members who do not use blockchain to ask them how much they trust their partners, followed by 

whether they intend to implement blockchain (e.g., Alazab et al., 2021; Chittipaka et al., 2022; Pan et al., 
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2020; Reddick et al., 2019). Notably, however, a few studies have tested in the opposite direction (e.g., 

Queiroz et al., 2020; Queiroz & Fosso Wamba, 2019). Hence, while most arguments contend that 

blockchain use is first followed by subsequent trust, empirical tests find that when trust exists in the 

present, blockchain implementation is intended as a future result. Thus, such studies have consistently 

found a strong relationship between trust and blockchain. 

However, we argue that such studies confuse two crucial, distinct points. First, the relationship between 

trust in partners and blockchain use is not symmetrical when the order of events is reversed. A difference 

exists between partners’ trust in each other while using blockchain and when they use it, even if they 

already trust each other. If indeed a primary reason to implement blockchain is to help partners trust each 

other more, when partners already trust each other, they have less reason to implement it. Thus, we would 

expect trust in partners to have a negative effect rather than increasing trust or having no effect on trust. 

The second area of confusion is that most studies have treated “trust” as a monolithic construct, while 

neglecting the abundant literature that clarifies the fundamentally different types of trust. In particular, 

trust in supply chain partners (Gefen et al., 2008; Goo et al., 2009; Ibrahim & Ribbers, 2009; Klein & Rai, 

2009) operates quite differently from trust in technology (Lin & Lin, 2019; Lippert & Forman, 2006; 

McKnight et al., 2011). Hence, despite the paradox of our previous point that trust in partners decreases 

rather than increases blockchain use, we do not believe that such a negative relationship holds for trust in 

blockchain as a technology. We affirm the intuitive expectation that those who trust blockchain are more 

likely to use it. However, this notion leads to the irony that one important type of trust related to 

blockchain increases its use (Brookbanks & Parry, 2022; Centobelli et al., 2021; Howson, 2020; Qian & 

Papadonikolaki, 2020; Yacoub & Castillo, 2021), whereas another important type of trust related to 

partners reduces blockchain use or may obviate it (Markus & Buijs, 2022; Tönnissen & Teuteberg, 2020). 

While it is not unusual for different types of trust to have different effects, it is unusual for them to have 

diametrically opposite effects, as the cited references indicate. 

To foreground our critical stance, we challenge the prevailing assumption that physical verification merely 

supports trust in a one-way causal sequence. We argue that verification and trust dynamically co-evolve, 
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with each reinforcing or undermining the other depending on the temporal context. The next two 

subsections develop propositions for a research agenda that aims to address these arguments. Specifically, 

by “propositions” we mean the relationships between conceptual concepts or constructs, one step removed 

from hypotheses that express concrete, measured variables (Bacharach, 1989). Specifically, our 

propositions state the relationships we propose between the concepts we clarified and defined in the 

previous section.  

As depicted in Figure 3, the primary differences from the existing literature are the crucial role of physical 

data verification and the distinction between two types of trust (i.e., trust in partners and trust in 

blockchain or technology). Since the effects of blockchain use on performance and information sharing 

are widely presented as positive in the literature (Vasanthraj et al., 2024; Vern, Panghal, Mor, & Kamble, 

2024), our propositions do not concern these aspects. These relationships are shaded grey in Figure 3. 

Instead, we focus on the more questionable monolithic treatment of trust and the importance of physical 

data verification. In Figure 3, we depict, in blue, the concepts and relationships that are the focus of the 

research agenda of our critical review. Moreover, the directions and signs of the arrows depend on the 

temporal sequence of the concepts (e.g., if blockchain use precedes trust or if trust precedes blockchain 

use). Finally, we subdivide Figure 3 into Figure 4 and Figure 5 to clarify the nuanced implications of the 

temporal sequence. 

 

Figure 3. A refined theoretical model of blockchain and trust in supply chains 



23 

4.3 Propositions on physical data verification to trust in blockchain use 

We developed theoretical propositions to offer logically grounded expectations for how physical data 

verification and the two kinds of trust interact with blockchain use to address the aforementioned 

unresolved issues. A primary interest in blockchain research is understanding the factors that may 

encourage a supply chain to adopt blockchain. We argue that a key factor is the extent and quality of 

physical data verification, which may impact both partners’ trust in each other (Choi, 2019; Choi & Luo, 

2019) and users’ trust in blockchain technology to enhance their SCISs (Choi, Feng, et al., 2020), each of 

which may have various effects on their eventual use of blockchain (G. Li et al., 2021; K. Li et al., 2021). 

We depict these theoretical relationships in Figure 4. 

 

Figure 4. Theoretical relationships when physical data verification precedes blockchain use 

(subset of Figure 3) 

As noted in Section 2.3, nothing in blockchain guarantees that a blockchain record matches physical 

reality (Albizri & Appelbaum, 2021). Thus, for partners to trust each other, blockchain alone is 

insufficient, as some physical verification is needed to reassure an organisation that its partners’ records 

are trustworthy.  

Behnke and Janssen (2020) were surprised to find that “product and process properties (traceability data) 

were recorded” in the four supply chains they studied. They found that if the conditions for traceability 

were met, “trust should be provided by the blockchain technology” (p. 8), which implies that these 

records provide credibility signals that reduce behavioural ambiguity. Chaudhuri et al. (2021) similarly 

presented several cases in which the physical verification of data recorded in the supply chain was an 

essential aspect of the BCSC to“[crack] down on poor quality or counterfeit” (p. 13). Physical 

inspections convey reliability and integrity by confirming that partners consistently provide verifiable and 

accurate data, thereby forming the basis for trust. 
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Nonetheless, this situation is not specific to blockchain, as physical data verification is part of information 

sharing required to build trust, increase performance (Zhou & Benton, 2007), and reduce transaction costs 

(Kwon & Suh, 2004). An organisation is more likely to expect its partners to be trustworthy if it knows 

that its records will be physically verified (Kafi, F. & Kafi, Majid, 2016; S. Li & Lin, 2006; J.-Z. Wu & 

Chien, 2008). Hence, we present the following proposition: 

P1: The more data logged onto the blockchain are physically verified, the higher the trust between 

partners. 

As indicated earlier, many blockchain advocates have argued that BCSC users no longer need to trust their 

partners because they can rely on blockchain as a reliable technology to protect their interests. However, 

such arguments are mainly based on blockchain for recording digital products without physical 

counterparts (e.g., digital coin wallets), which is not the case in physical product supply chains. Thus, the 

arguments for how data verification affects trust in partners also apply when we move from trust in 

partners (i.e., the aggregate trust of the boundary-spanner group) to trust in blockchain among users of the 

SCISs, some of whom are members of the boundary-spanner group.  

The literature provides several examples of how physical data verification may enhance trust. For 

instance, blockchain can increase market demand for data quality, thereby improving sales forecasts (Choi 

& Luo, 2019). Moreover, in the food industry, blockchain enhances visibility, transaction transparency, 

and food safety and quality (K. Li et al., 2021), thereby preventing fraud and counterfeit products 

(Rogerson & Parry, 2020). Traceability is enabled by the blockchain’s ability to trace every transaction 

and reveal the involved actors and other information (Kamble et al., 2019; Roeck et al., 2020).  

Physical verification also plays a critical role for users in building confidence in the system’s overall 

reliability. However, because blockchain technology is immutable, any error or falsification becomes 

permanently inscribed. Thus, regular physical verification aims to mitigate the risk of these immutable 

errors before they can erode trust. Indeed, physical verification enhances transparency and accountability, 

thereby assuring users that the blockchain remains a faithful reflection of reality. Users’ trust in 
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blockchain would be severely damaged if they discovered that information immutably recorded on the 

blockchain did not correspond to physical reality (Sander et al., 2018). Hence, regular physical checks to 

continuously verify that the blockchain record reflects reality can increase users’ trust in the blockchain 

system (Yan et al., 2020). Thus, we present the following proposition: 

P2: The more data logged onto the blockchain are physically verified, the more users of the supply 

chain information system trust the blockchain. 

Two main factors are likely to prompt partners to use or intend to use blockchain, regardless of physical 

data verification practices in a supply chain. First, partners who do not trust each other may find the idea 

of blockchain appealing. For example, Chen et al. (2022) showed that blockchain and smart contracts can 

positively influence partners’ trust, while Longo et al. (2019) demonstrated that blockchain is a convenient 

tool for overcoming collaboration and trust issues. Hence, the proposal of a blockchain governance 

scheme may indicate a shortage of trust among partners (Jeanneret Medina et al., 2024).  

However, blockchain’s benefits are considerably less compelling in supply chains where trust among 

partners is already high. Three interrelated arguments support this view. First, in such situations, many 

existing SCISs already work well (Abiteboul et al., 1995). When partners trust each other, they typically 

rely on established governance mechanisms and trusted record-keeping systems (van Veen‐Dirks & 

Verdaasdonk, 2009). For example, in the pharmaceutical, cosmetic, and food sectors, controls are 

enforced by regulations in most countries. Such mechanisms were established long before blockchain 

appeared. Thus, the additional benefit of blockchain’s verifiable immutability becomes redundant in these 

environments.  

Second, implementing blockchain is not without its costs. As Longo et al. (2019) noted, blockchain is 

primarily used to minimise the negative consequences of information asymmetry and to deter data 

counterfeiting. In high-trust settings where partners have robust mechanisms in place, the significant costs 

and risks associated with deploying a new technology are not justified by marginal gains in trust or 

performance. Consequently, these partners are less likely to invest in blockchain, as traditional systems 
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already provide sufficient security and transparency. Furthermore, a third disincentive to implementing 

blockchain when trust is high lies in its ability to protect against data manipulation by ensuring that 

recorded information is immutable and verifiable.  

Therefore, these collective arguments suggest that when trust is high, there is less need for the additional 

trust-enhancing features of blockchain, so it is difficult to justify the cost of implementing such a new, 

complex system. In contrast, blockchain’s benefits are most compelling in environments where partners 

lack strong pre-existing trust. Thus, we present the following proposition: 

P3: The more trust exists between partners, the less likely they are to feel the need to use blockchain in 

their supply chain. 

Naturally, if supply chain partners initially trust blockchain, they are more likely to feel comfortable using 

it. “Use” in this sense encompasses both a supply chain network that intends to adopt and use blockchain 

technology for its SCIS and its individual users (G. Li et al., 2021; W. Lu et al., 2022). At the 

organisational level, SCIS users include the border spanners group, which comprises senior executives 

who make implementation decisions and are arguably the most influential members of the SCIS user 

group. At the individual level, once a blockchain-based SCIS is in place, individual users decide if and 

how much to use it. Hence, their intention to use it versus the extent of their actual use is influenced by 

how much they trust the technology. Thus, we present the following proposition: 

P4: The more users of the supply chain information system trust blockchain, the more they will use it. 

It may seem paradoxical that this proposition holds that one kind of trust reduces blockchain use while 

another increases it. This tension can be resolved by recognising that trust between partners involves tight 

coordination and collaboration over the years, whereas trust in blockchain largely entails non-managerial 

blockchain users. Hence, while managers who trust their partners do not need blockchain, we argue here 

that SCIS users who trust blockchain may want to use it. 
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4.4 Propositions on blockchain use to trust in physical data verification 

We now reverse the causal direction to explore how blockchain use as an initial condition can 

subsequently affect trust and physical data verification. Similar to the preceding propositions, the 

following propositions are conceptual extensions grounded in theoretical synthesis rather than empirically 

tested claims. They articulate relationships that are logically inferred from gaps and contradictions in prior 

research, as well as from the authors’ professional observations. Thus, they serve as theory-generative 

propositions that invite future empirical validation. 

Once supply chains adopt blockchain, equally pertinent to supply chain managers is how their blockchain 

use shapes trust and related practices (e.g., physical data verification). We argue here that blockchain use 

may not necessarily lead to sound supply chain practices. We depict the relevant theoretical relationships 

in Figure 5. 

 

Figure 5. Theoretical relationships when blockchain use precedes physical data verification 

(subset of Figure 3) 

Unlike propositions in which trust precedes intentions to use blockchain or its actual use, we specifically 

refer to the effect of actual use on trust, not merely intended use. The literature broadly concurs that BCSC 

increases many aspects of information sharing (e.g., Bai & Sarkis, 2020; Kshetri, 2018; Sander et al., 

2018; see Appendix B for more). These aspects help partners trust each other more (Batwa & Norrman, 

2021; D. Ghode et al., 2020; Sheel & Nath, 2019). Thus, we propose the following: 

P5: The actual use of blockchain in the supply chain increases trust among partners. 

Blockchain use improves trust in blockchain system technology for many reasons (Batwa & Norrman, 

2021; Kittipanya-ngam & Tan, 2020; Notheisen et al., 2017; Yong et al., 2020). For example, blockchain 

systems can be fully decentralised, as each node has an identical copy of the blockchain ledger. In 
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addition, a strict consensus mechanism validates that each transaction is immutably registered. For 

instance, the MediLedger network uses zero-knowledge proof on its blockchain platform to enable 

pharmaceutical entities in the United States to share data while keeping their content hidden (MediLedger, 

2021). In general, the longer a user has a positive experience with a specific technology, the more they use 

it and the more they will trust its reliability and its functionality for achieving their objectives (Hoehle et 

al., 2012). Thus, we present the following proposition: 

P6: The actual use of blockchain in the supply chain increases the trust of users of the supply chain 

information system in blockchain. 

Blockchain is often presented as a “trust machine” that eliminates the need for traditional trust-building 

measures in supply chains (H. Song et al., 2024). However, many supply chains already enjoy high levels 

of trust because they rely on robust governance mechanisms (Ghosh & Fedorowicz, 2008; 

Kittilaksanawong, 2016). These mechanisms (e.g., well-defined contracts, audits, and agreed-upon 

standards) are designed to prevent opportunistic behaviour. Since partners actively engage in information 

sharing, which both reduces behavioural uncertainty and increases mutual trust (F. Chen, 2003; Kwon & 

Suh, 2004), the need for an external blockchain-based trust mechanism is inherently diminished. 

Notably, the disadvantages of physical data verification become more pronounced when trust is high, as it 

is financially and operationally expensive (Choi, 2019; Niu et al., 2021), while continuously monitoring 

suppliers to ensure they meet quality and technical standards is costly (Gundlach & Cannon, 2010). 

Therefore, the additional expense of physical checks is challenging to justify in a high-trust environment. 

Given that these trust-building practices substitute for the need for blockchain-based verification, we 

propose the following: 

P7: The greater the trust between partners, the less that data logged onto the blockchain are physically 

verified. 
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If SCIS users have a high level of trust in blockchain, they may naively assume little need for regular 

physical verification. This belief is largely rooted in the idea that information recorded on the blockchain 

is immutable (Longo et al., 2019; Mishra et al., 2021; Sheel & Nath, 2019). Therefore, many users 

erroneously assume that if data are on the blockchain, they must be true. 

For instance, Longo et al. (2019) described how blockchain guarantees the integrity and origin of data by 

certifying it through cryptographic mechanisms. When users internalise this role, they conclude that the 

blockchain provides sufficient validation, so additional physical verification is redundant. 

Moreover, as blockchain-based record keeping becomes more prevalent, it is normalised as the de facto 

source of truth. Mishra et al. (2021) emphasised that the blockchain’s ability to create permanent records 

fosters an environment in which digital documentation is taken at face value. This normalisation leads 

users to rely almost exclusively on digital verification, thereby further diminishing the perceived need for 

physical checks. 

Over time, a self-reinforcing cycle of complacency can emerge as trust in the blockchain system grows. 

Users become increasingly confident that the blockchain’s inherent properties ensure data integrity, so 

they are less willing to incur the additional cost and time required for physical verification. Thus, we 

present the following proposition: 

P8: The greater the trust of users of the supply chain information system in blockchain, the less that 

data logged onto the blockchain are physically verified. 

These collective propositions clarify the theoretical foundations for understanding the interdependence 

among trust, data verification, and blockchain use. They also establish a framework for both scholars and 

practitioners to reassess how blockchain operates within SCISs. The next section discusses how these 

theoretical insights translate into broader implications for research and practice. 

5 Discussion 

Despite a growing body of research on blockchain use in the supply chain, the literature remains 

immature, marked by a shortage of empirical studies. Even existing empirical studies have often not 
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addressed the topic in sufficient depth. Many papers have not clearly defined or measured the studied 

concepts or their boundary conditions, which has led to confusion and sometimes conflicting theoretical 

relationships about the fundamental role of this cutting-edge technology for SCISs. 

In response, this critical review endeavours to deepen understanding of the vital role of trust in the use of 

BCSC, in light of the turn taken by the literature. However, our critical review intends to redirect relevant 

future research to focus on crucial neglected issues. Therefore, this section discusses the major 

implications for theory and practice before concluding with directions for future research. 

5.1 Theoretical contributions 

We offer four major theoretical contributions that address our research question, “How do blockchain use, 

trust in partners, and trust in blockchain technology influence one another, and how does physical data 

verification mediate these relationships within supply chain information systems?” As a baseline 

contribution, we synthesised the current state of the rapidly growing literature on BCSC and trust and 

found serious concerns in its treatment of the relationships between blockchain use and trust. Our other 

three major contributions are as follows: (a) we emphasised the crucial role of physical data verification in 

blockchain use for tracking physical goods, (b) we dissected the amorphous notion of “trust” in BCSC by 

highlighting the different effects of the distinct concepts of trust in partners and trust in technology 

(specifically trust in blockchain), and (c) we demonstrated the importance of temporal sequencing of our 

propositions. We now elaborate on these three major contributions. 

5.1.1 Role of physical data verification 

Our focus on the role of physical data verification as a distinct theoretical concept has practical 

implications for blockchain use in supply chains and other applications where the recorded data must 

match physical reality. Examples of such reported uses abound, including land registries (Kayikci et al., 

2020), greenhouse gas emissions certificates (Castka et al., 2020), certificates of origin or property 

(Danese et al., 2021; de Boissieu et al., 2021), and insurance claims (Bhawana et al., 2023). While the 

importance of physical data verification has been acknowledged in the blockchain literature, it has usually 
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been taken for granted. Although some studies have highlighted the importance of verifying physical data 

in a blockchain-based information system to better manage first-mile logistics (Alles & Gray, 2020; Batwa 

& Norrman, 2021), we are unaware of any study that has explicitly highlighted it as a theoretical concept 

or explained the mechanism for physically verifying data within the supply chain, including what actors 

should verify which types of data.  

Crucially, physical data verification is not an intrinsic capability of blockchain technology but a 

sociotechnical and governance process that must occur before on-chain registration. Accountability for 

verifying data lies upstream, before its digital inscription. This distinction is essential for both 

practitioners and scholars, given the persistent misconception that blockchain inherently guarantees data 

accuracy. As reiterated, blockchain guarantees immutability, not veracity. Hence, ensuring that data 

accurately reflect physical reality remains an organisational and human responsibility that rests with the 

actor (i.e., whether an individual or an institution) who enters the data. Consequently, managers must 

differentiate between what the technology ensures (i.e., record integrity and traceability) and how factual 

accuracy is established (i.e., verification and an audit of inputs) to design physical data verification 

protocols accordingly. 

Examples of the critical tensions in the literature vividly illustrate these implications. In food and 

pharmaceutical supply chains, blockchain solutions show that trust in blockchain only endures when 

physical verification routines remain institutionalised (H. Hu et al., 2023; Mattke et al., 2019; Rogerson & 

Parry, 2020). These cases substantiate our argument that physical verification is not ancillary but 

foundational, so ignoring its cost or failure precisely reproduces the assumptions of success and 

technological infallibility critiqued earlier. 

However, we have shown that ignoring its importance in the context of blockchain risks inappropriately 

transferring certain aspects of blockchain (e.g., enhanced trust due to its immutability) from purely digital 

contexts to the physical supply chain, where physical verification of goods is a decisive theoretical factor. 

Although it is often taken for granted in supply chain theorising, it should be explicitly considered in the 

context of blockchain. 
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Furthermore, a critical implication when theorising about SCISs is that blockchain for tracking physical 

products fundamentally differs from blockchain for tracking digital products. The most crucial implication 

of this difference is that, without physical verification, the blockchain has no way to confirm that its 

records match any physical reality. Thus, the physical verification of data is a critical concept to include in 

any theoretical relationships involving trust in the context of BCSC.  

The information logged on the blockchain and exchanged within the supply chain also relates to the 

physical flows, which require fast, dynamic physical verification of the data registered on the blockchain 

ledger. In most papers in our literature review, the notion of blockchain use was built on the simplistic 

assumption that any information logged onto the blockchain is accurate. As seen above, this assumption is 

true only if all members of the supply chain can be trusted to log accurate, truthful information about the 

physical state of the world. Since unscrupulous partners can behave opportunistically, verifying the 

corresponding data is mandatory if a supply chain is to prosper. Trust, whether in blockchain technology 

or in partners, can be built as verification occurs and grows in scope. 

5.1.2 Trust in partners as distinct from trust in blockchain technology 

Our second major theoretical contribution is demonstrating that trust cannot be treated generically. 

Instead, trust in partners must be distinguished from trust in the blockchain system, since each has 

opposite theoretical effects on physical data verification and blockchain use. Batwa and Norrman (2021) 

similarly distinguished between “objects of trust”: trust in partners and trust in blockchain. However, they 

overlooked the crucial difference between the subjects of trust in each case. With trust in partners, the 

boundary spanners trust other boundary spanners in partner organisations, whereas, with trust in 

blockchain, general information system users trust the technology (e.g., operators).  

This specific focus on different subjects of trust is fundamental to our propositions. The relationships 

between these two types of trust, physical data verification, and blockchain use are not identical, so they 

merit a clear distinction and careful consideration of their implications. Whereas the distinction between 

trust in technology and interpersonal trust is well established in the information systems literature (Lin & 
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Lin, 2019; Lippert & Forman, 2006; McKnight et al., 2011), it is not common to distinguish trust in 

partners (i.e., interorganisational trust) from trust in technology. Since trust is one of the main purported 

benefits of blockchain, it is essential to clarify its nature. 

This distinction has crucial implications for researchers. First, because the effects of these kinds of trust on 

blockchain use are opposite, when trust is measured, researchers may find no effect despite strong effects, 

as such opposite effects may cancel each other out. Thus, we affirm the prior literature that has 

distinguished these two types of trust, which permits us to tease out the true effect of trust on blockchain 

use.  

Indeed, both types of trust are similarly collective and organisational, not individual, in the supply chain 

context. Nevertheless, their evaluations and measurements differ somewhat in how trust across individuals 

is aggregated. Trust in partners is consensual, so the most influential members of the boundary group 

dominate any effects of the trusting relationship. By contrast, trust in technology is more egalitarian, an 

average collective trust of all SCIS users, since non-usage by less powerful organisational members may 

have significant effects on trust outcomes. Therefore, the actors and beneficiaries of trust must be 

accurately characterised in any scholarly discussion, while the concept of trust must be well-grounded to 

eliminate ambiguity and ensure coherence with the relevant literature. 

5.1.3 Temporal sequencing of propositions 

A third major contribution is our development of propositions about the relationships among data 

verification, the two types of trust in BCSC, and blockchain use. A critical aspect of our theorising lies in 

the attention paid to the temporal sequence of the concepts. We argue that the positive or negative nature 

of an effect may change depending on what comes first: trust, data verification, or blockchain use. 

Specifically, physical data verification can increase trust in both partners and blockchain. However, when 

trust in partners or blockchain is present, the result may be less data verification. In addition, the use of 

blockchain can increase trust in partners. However, when trust is initially high, partners may be less likely 
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to use blockchain. Thus, the direction of the relationship becomes clear, depending on which is present 

first. 

5.2 Managerial implications 

This critical review, primarily addressed to academic researchers, also has important implications for 

managerial practice, as highlighted below. 

5.2.1 Role of physical data verification 

The fact that blockchain does not verify the correspondence between the digital record and the physical 

world has important practical implications. For example, in a logistics environment, information about 

customers, projects, shipments, deliveries, and handling units is logged and serves as crucial assurance 

that the blockchain records correspond to physical reality without blind trust (Helo & Shamsuzzoha, 

2020). Since blockchain records are immutable, any blockchain system for supply chains must include a 

“correction” record type that allows users to correct a prior record later found to be inaccurate. 

“Immutability” must be strictly understood in terms of the technical features of blockchain (i.e., records 

cannot be deleted), not in a way that implies that inaccuracies recorded on the blockchain cannot be 

regularised. Unlike some other popular blockchain contexts used for purely digital products, blockchain 

does not obviate the crucial requirement for physical data verification. Hence, deploying blockchain 

without ensuring that proper fact checking is also included cannot increase trust in systems or partners (Y. 

Wu et al., 2021). 

Indeed, managers must prioritise rigorous training and invest in robust verification technologies to trigger 

the benefits of BCSC. They must develop strict protocols to ensure exact correspondence between 

physical reality and blockchain records. Collaboration among stakeholders is also important to standardise 

verification processes and clearly define roles and responsibilities throughout the supply chain, thereby 

enhancing data quality from origin to end user. Supply chain managers must enhance physical inspection 

systems and integrate blockchain with tracking technologies to automate and ensure accurate data 

collection. Hence, developing trust protocols and conducting regular audits can reinforce stakeholder 



35 

confidence by ensuring physical verification processes are transparent. Additionally, ongoing training is 

crucial to ensure that all personnel understand their roles, thereby solidifying blockchain’s role in 

enhancing the reliability and trustworthiness of SCISs. 

5.2.2 Trust in partners as distinct from trust in blockchain technology 

The distinction between trust in partners and trust in blockchain bears vital implications for practitioners. 

First, the most significant difference between blockchain-enabled and regular SCISs is that the blockchain 

record is immutable, which can enhance trust in the system by preventing anyone from changing data once 

it is recorded (whether maliciously or in error). Nevertheless, immutability can give deliberate 

falsifications a false stamp of validity, thereby frustrating attempts to detect or resolve the fraud. 

Second, in our theoretical model, users’ trust in blockchain is distinct from boundary spanners’ trust in 

partners, so supply chain managers may not trust their partners, while users may naively elevate trust in 

blockchain technology. Thus, when supply chain managers seek to increase data verification to mitigate 

their low trust in partners, SCIS users responsible for some of these checks may lower their guard due to 

naive trust in blockchain technology. Therefore, managers must distinguish between these two kinds of 

trust to align their strategic practices guided by interorganisational trust in partners with users’ practices, 

prompted by their individual trust in the technology. 

Third, because immutability is not absolute, managers must carefully consider whether the cost of 

investing in blockchain makes sense for their supply chains. Blockchain costs include hiring specialised 

operators or training existing ones in the necessary skills. If members largely trust each other, then 

blockchain may not add additional value to their supply chain. Blockchain is more beneficial for supply 

chains with low to moderate levels of trust, as it can help boost interorganisational and end-consumer trust 

(Danese et al., 2021). In this case, practitioners must consider complementing the blockchain with the 

means to verify that reality matches records, thereby providing the guarantees that the reported facts are 

indeed trustworthy (Helo & Hao, 2019). 
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Supply chain managers must follow a structured approach for balancing trust and verification to 

operationalise the distinction between the two types of trust. Physical verification must be prioritised when 

supply chain partners are new, geographically dispersed, or when prior performance and governance 

mechanisms provide limited assurance of data reliability. In contrast, when interorganisational trust is well 

established through proven collaboration, transparent metrics, and regulatory oversight, reliance on 

partner trust may suffice, with verification limited to exceptions or high-risk items. Governance of 

physical data verification must be explicitly assigned to an actor with both access to the physical goods 

and accountability for data integrity since blockchain serves as a tamper-proof repository rather than a 

verifier.  

To align trust and data quality, managers must design governance mechanisms that link partner reputation 

and contractual benefits to verified data accuracy. For example, firms that consistently pass verification 

audits may gain preferential contract terms and reduced inspection frequency, while repeated 

discrepancies may trigger intensified oversight. Thus, managers can develop strategies that foster both 

types of trust, thereby ensuring robust physical data verification processes that align with blockchain use. 

Clarifying these distinctions can guide better implementation practices and address potential trust issues.  

5.2.3 Temporal sequencing of propositions 

Supply chain managers can consider the dynamic implications of the temporal precedence between trust, 

data verification, and blockchain use. For instance, starting with rigorous physical data verification can 

increase both trust in blockchain technology and trust in partners, which, in turn, can facilitate smoother 

blockchain adoption and integration. Conversely, if either type of trust is already established, there may be 

a tendency to rely less on data verification, which can potentially compromise the integrity of the 

blockchain’s data. Furthermore, if blockchain is already in use, it can enhance trust in partners. However, 

trust in partners may reduce the perceived need for blockchain, as traditional trust mechanisms may seem 

sufficient. Therefore, managers must strategically navigate these nuances by implementing processes that 

either build trust where it is deficient or enhance data verification to improve existing trust. 
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5.3 Limitations and directions for future research 

This critical review presents several propositions that extend the emerging literature on BCSC to explicitly 

consider the role of physical data verification and the differences between trust in partners and trust in 

blockchain technology. Nonetheless, the review has notable limitations. First, it specifically concerns the 

use of blockchain in the supply chains of physical goods. When the supply is digital goods or 

dematerialised services, the concern about physical data verification does not apply, as there are no 

physical goods to verify. In such a setting, our theoretical framework is, of course, irrelevant. Second, our 

propositions on the impact of trust on blockchain use mainly apply to a scenario before blockchain is 

implemented. When blockchain is already in use (e.g., when an SCIS user is newly employed to work 

with an existing blockchain-based system), individual trust in blockchain may have little bearing, as it 

would already be established within the organisation. 

With these limitations in mind, the primary direction for future research is to empirically investigate the 

propositions outlined in the research agenda. Because BCSC is still relatively new, qualitative studies can 

help understand the proposed theoretical relationships in detail, especially considering the complexity of 

different temporal sequences. Quantitative cross-sectional snapshots can examine the direction of the 

proposed relationships. For example, one study can investigate how pre-existing trust affects the decision 

to implement blockchain, while another can examine how BCSC adoption affects subsequent trust in the 

supply chain. These studies can be followed up by eventual longitudinal studies that examine both 

directions over time. 

Our review also suggests other directions for research less directly related to our propositions. Future 

research can consider the extra layers of technologies required for those benefits to appear in the supply 

chain. Blockchain networks require sensors and actuators (e.g., smart contracts, oracles, anti-tampering 

mechanisms, RFID scanners, motion detectors, temperature sensors, and light detectors) to directly 

interact with the real world (Babich & Hilary, 2020; Lao et al., 2020). These technologies also require 

various information system layers to ensure proper sharing and security issues (Khacef et al., 2023). 

Furthermore, governance and regulatory mechanisms are required to ensure that opportunistic behaviour, 
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indemnification, and other measures to ensure smooth operations and proper sharing of rent generated are 

in place. Such research must also consider the return on investment required by blockchain and other 

layers of technology. We suggest that the research field is wide open for major scientific contributions. 

We also think that information systems research can benefit from more in-depth explorations of the 

interactions between the aforementioned users and technologies. A high level of technical know-how is 

required to understand, establish, and employ such technologies and systems within a single firm or 

country, across the supply chain, and at varying levels of granularity for processes and acquired 

information. As Gregory et al. (2024) argued, the “algorithmic enforcement” of rules through blockchain-

based smart contracts can facilitate cooperation among strangers and thus warrants more investigation into 

how such automated reciprocity can reshape traditional trust dynamics. Specifically, scalability, 

processing power, and information traffic models in the supply chain require further investigation. We 

suggest exploring the integration of emerging technologies in BCSC, such as the IoT (W. Long et al., 

2021; Pelé et al., 2023b; Zhu et al., 2022), digital twins (Jones et al., 2020; Mandolla et al., 2019), and 

artificial intelligence (Charles et al., 2023; S. Kumar et al., 2022). 

Whole new processes along supply chains must be developed if a modicum of trust in the information 

written on the distributed ledger is to be obtained. Algorithmic enforcement capabilities can reduce 

reliance on pre-existing trust by automatically executing reciprocal exchanges, which opens new 

possibilities for collaborating with previously unknown suppliers (Gregory et al., 2024). Operations within 

the supply chain can also benefit from research into the potential use of smart contract design and 

execution control as “cyber information services” to report on the proper execution of operations (Albizri 

& Appelbaum, 2021; Dolgui et al., 2020). Moreover, potential new services and business opportunities 

remain to be developed. Once the concepts of trust, information sharing, and blockchain use are clearly 

defined and the associated costs are considered, the question of how to improve supply chain performance 

can be addressed anew. Another insufficiently researched pertinent question concerns the financial costs 

and coordination effort associated with adding physical verification and blockchain deployment, and their 

impact on the overall performance of the supply chain and increased transaction costs (Roeck et al., 2020).  
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Further questions are closely related to our propositions. For instance, how can firms design blockchain 

implementations that effectively balance trust in partners with the need for physical data verification? 

What specific steps can industries with low blockchain adoption rates take to overcome barriers related to 

trust dynamics and verification processes? Moreover, sector-specific recommendations merit 

investigation. In highly regulated industries (e.g., healthcare and food), managers may face unique 

challenges, so future studies can examine additional considerations when implementing blockchain 

systems in these contexts.  

5.4 Conclusion 

The use of blockchain enhances trust in the technology and vice versa. As a “grand coalition” (Medlin, 

1976) of partners, a supply chain exists to create value for the end customer, who trusts the quality of the 

final product, which increases the willingness to pay for it. This value is then distributed among the 

partners (Brusset et al., 2024). As blockchain use is a step toward further enhancing this value, trust in 

blockchain technology is irrelevant if some partners act opportunistically by falsely representing reality, 

thereby betraying interorganisational trust. By extension, if the research object is the use of blockchain in 

a physical context, then the relationship between trust in blockchain and blockchain use is tautological. 

The most critical relationship is between physical data verification and blockchain use. We hope these 

considerations can help researchers explore the role of blockchain more meaningfully in supply chains. 
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Appendix A. Aggregative Synthesis of Literature on Blockchain Use and Trust 

in Supply Chain Information Systems 

This appendix synthesises the literature findings presented in Figure 6. The figure mentions the counts of 

articles that have studied each relationship, whether empirically or conceptually. We did not cite every 

relevant article in the main text since we list them all in Appendix B along with the relevant relationships. 

Most of the literature reports positive relationships between the studied concepts, so we only summarise 

these relationships. However, we discuss relationships in more detail only when there is mixed evidence 

for them. 

 

Figure 6. Relationships between blockchain use, information sharing, trust, and 

performance in the existing literature 

Relationship between blockchain use and trust 

Empirical studies investigating how blockchain affects trust have consistently found that blockchain use 

should enhance trust in the supply chain between an organisation and its partners. For example, 

blockchain enhances consumers’ trust in food supply chains (Cozzio et al., 2023) and increases trust in 

Chinese manufacturers (Y. Long et al., 2023). However, some studies have investigated the opposite 

direction of causality with mixed results. While most studies have found that trust increases the use of 

blockchain, a few have not (see Appendix B for specific studies and the direction of their findings).  

For example, we found that experts in supply chain management considered trust to be an important 

condition for adopting blockchain (D. Ghode et al., 2020). By contrast, for other supply chain managers, 
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trust in partners was only moderately related to the expectation of using blockchain and depended more on 

attendant conditions such as social expectations or information systems know-how (Queiroz & Fosso 

Wamba, 2019). Moreover, this relationship was statistically significant only in the study’s Indian sample; 

the United States sample did not exhibit a statistically significant relationship. Surprisingly, Jeanneret 

Medina et al. (2024), studying the actual deployment of blockchain in Switzerland, found evidence for the 

opposite effect: blockchain use was observed when trust between partners was low rather than when it was 

high. Thus, the existing evidence suggested that although blockchain should increase trust in supply 

chains, trust is not a prerequisite for its use. 

Relationships between blockchain use, trust, and performance 

The most critical objective behind using blockchain is to improve organisational performance (Fosso 

Wamba & Guthrie, 2020; G. Li et al., 2022; Mikalef et al., 2020). Most studies on the relationship 

between blockchain use and performance have discussed trust as a crucial element but have not explicitly 

studied it as a factor. However, a few notable exceptions stand out among studies directly examining the 

empirical effect of trust on performance in the context of blockchain. Indian supply chain practitioners 

expected that increased trust enabled by blockchain would improve firm performance (Sheel & Nath, 

2019). Moreover, supply chain management experts expected that the effect of blockchain use on 

increasing trust and performance in supply chains depends on the presence and effectiveness of physical 

data verification (Kopyto et al., 2020). We revisit this and related findings below as we develop our 

propositions following a critique of the literature. 

The bulk of the empirical literature we reviewed found that blockchain indeed led to positive performance 

outcomes (Behl et al., 2024; Pattanayak et al., 2024). However, this outcome was not universal. Among 

Chinese companies that had implemented blockchain, the relationship between blockchain implementation 

and turnover or the sales expense ratio was very weak or statistically nonsignificant (Pan et al., 2020). 

However, this result might have been a sampling artefact since only blockchain implementers were 
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compared. The authors also tested whether sales predicted blockchain implementation but found no 

significant relationship. 

Relationship between blockchain use and information sharing 

A global selection of supply chain experts indicated that blockchain would increase visibility of 

information within the supply chain (Y. Wang, Singgih, et al., 2019), as data transparency is considered 

critical (D. Ghode et al., 2020). Indian supply chain professionals expected that blockchain would increase 

their ability to trace and monitor processes (Fosso Wamba & Guthrie, 2020). Among manufacturing plant 

managers in the United States, blockchain use was associated with greater transparency (i.e., visibility and 

information sharing) across the supply chain (Zelbst et al., 2019). Among Taiwanese maritime shipping 

operators, those who considered digitising paperwork and tracking as useful were more likely to intend to 

use blockchain (C.-S. Yang, 2019). However, for supply chain managers in India and the United States 

with blockchain experience, transparency in blockchain was unrelated to the intention to use blockchain 

(Queiroz & Fosso Wamba, 2019). 

For other aspects of information sharing, blockchain enables full traceability through the entire supply 

chain (Nayak & Dhaigude, 2019; Tönnissen & Teuteberg, 2020). However, Yang (2019) found that when 

BCSC systems were highly standardised, traceability was no longer considered an additional advantage of 

blockchain. Moreover, most of the literature did not explicitly define the type of information used in 

blockchains. In some cases, transaction information was paramount with no physical flow involved 

(O’Leary, 2017, 2018; A. Yang et al., 2019), whereas in others, information about the quality or other 

physical parameters of a product was given precedence (Kshetri, 2018). 

Relationship between information sharing and trust 

Several studies have found that efficient information sharing regarding blockchain use increased trust in 

the supply chain (Ahluwalia et al., 2020; Gurtu & Johny, 2019; Koh et al., 2020; Treiblmaier, 2018). 

Some case studies concurred (Azzi et al., 2019; Dubey et al., 2020). However, a larger survey of German 

and Dutch meat consumers found that the idea of having access to self-led investigation tools did not 
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increase the respondents’ trust in origin claims, although it did strongly affect their purchase decisions 

(Sander et al., 2018). 

Despite the broad consensus in the literature, our reading unearthed many unclear and unconvincing 

points, even in the empirical research, mainly due to imprecise or inconsistent definitions of related 

concepts. Thus, in Section 2 of the article, we critically analyse the literature by probing beneath the 

surface of what has been reported in existing studies. 

Appendix B. Empirical and Conceptual Relationships Related to Blockchain 

and Trust in Supply Chains 

Here, we list articles that examine the relationships between blockchain use, trust, supply chain, 

organisational performance, and information sharing from various perspectives. We list the articles in the 

following order of precedence: 

1. The principal ordering is that articles that have studied the most frequent relationships (from 

Blockchain → Trust [on the left] to Trust → Performance [on the right]) are listed before 

others. Thus, articles that have studied the same relationships are grouped to make it much 

easier for the reader to see patterns in the literature findings.  

2. Next, articles that have studied the same relationships are listed in chronological order of 

publication so that readers can more readily see whether findings have changed over time. 

 

Authors Year 
Blockchain 

→ Trust 

Trust → 

Blockchain 

Blockchain → 

Performance 

Blockchain → 

Information 

Sharing 

Information 

Sharing → 

Blockchain 

Information 

Sharing → 

Trust 

Trust → 

Performance 

(D. Ghode et al., 2020) 2020 + +     +     

(Sharma, Bhatia, et al., 2023) 2023 +  + +  + + 

(Pattanayak et al., 2024) 2024 +  + +  + + 

(Vern, Panghal, Mor, Kumar, et al., 2024) 2024 
+  0 +  + 0 

(D. J. Ghode et al., 2023) 2023 +  + +  +  

(M. Kim et al., 2018) 2018 +  + +  +  

(Rashid et al., 2023) 2022 +  + +   + 

(Kopyto et al., 2020) 2020 X  X +    

(Baharmand et al., 2021) 2021 +  + +    

(Madaan et al., 2023) 2023 +  + +    
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Authors Year 
Blockchain 

→ Trust 

Trust → 

Blockchain 

Blockchain → 

Performance 

Blockchain → 

Information 

Sharing 

Information 

Sharing → 

Blockchain 

Information 

Sharing → 

Trust 

Trust → 

Performance 

(Vasanthraj et al., 2024) 2024 +  + +    

(Wong et al., 2024) 2024 +  0 0    

(Sheel & Nath, 2019) 2019 +   +       + 

(Mishra et al., 2021) 2021 +  +     

(Longo et al., 2019) 2019 +   +         

(Hastig & Sodhi, 2020) 2020 +   +         

(Pan et al., 2020) 2020 +   +         

(de Boissieu et al., 2021) 2021 +  +     

(W. Long et al., 2021) 2021 +  +     

(X. Xu & Yang, 2021) 2021 +  +     

(Chittipaka et al., 2022) 2022 +  +     

(Y. Long et al., 2023) 2023 0   +  + 0 

(Cozzio et al., 2023) 2023 0   +  +  

(H. Hu et al., 2023) 2023 +   +  +  

(Murimi et al., 2023) 2023 +   +  +  

(Luna et al., 2024) 2024 +   +  +  

(Manzoor et al., 2024) 2024 +   +  +  

(Trautmann et al., 2024) 2024 +   +  +  

(Kshetri, 2018) 2018 +     +       

(Y. Wang, Singgih, et al., 2019) 2019 +     +       

(Centobelli et al., 2021) 2021 +   +    

(Ozdemir et al., 2021) 2021 +   +    

(P.-K. Chen et al., 2022) 2022 +   +    

(González-Mendes et al., 2024) 2024 +   +    

(Vern, Panghal, Mor, & Kamble, 2024) 2024 +   +    

(Treiblmaier, 2018) 2018 +         +   

(Azzi et al., 2019) 2019 +         +   

(Gurtu & Johny, 2019) 2019 +         +   

(Dubey et al., 2020) 2020 +         +   

(Q. Lu & Xu, 2017) 2017 +             

(Notheisen et al., 2017) 2017 +             

(Tan et al., 2018) 2018 +             

(Y. Wang, Han, et al., 2019) 2018 +             

(S. E. Chang et al., 2019) 2019 +             

(Choi et al., 2019) 2019 +             

(Cole et al., 2019) 2019 +             

(Helo & Hao, 2019) 2019 +             

(Hughes et al., 2019) 2019 +             
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Authors Year 
Blockchain 

→ Trust 

Trust → 

Blockchain 

Blockchain → 

Performance 

Blockchain → 

Information 

Sharing 

Information 

Sharing → 

Blockchain 

Information 

Sharing → 

Trust 

Trust → 

Performance 

(Nayak & Dhaigude, 2019) 2019 +             

(Philipp et al., 2019) 2019 +             

(Saberi et al., 2019) 2019 +             

(Schmidt & Wagner, 2019) 2019 +             

(Choi, Feng, et al., 2020) 2020 +             

(Choi, Guo, et al., 2020) 2020 +             

(Du et al., 2020) 2020 +             

(Howson, 2020) 2020 +             

(Jain et al., 2020) 2020 +             

(A. Kumar et al., 2020) 2020 +             

(Pournader et al., 2020) 2020 +             

(Qian & Papadonikolaki, 2020) 2020 +       

(Roeck et al., 2020) 2020 +             

(Sahoo et al., 2021) 2021 +       

(L. Yang et al., 2021) 2021 +       

(Brookbanks & Parry, 2022) 2022 +       

(Cao et al., 2022) 2022 +       

(Chu et al., 2022) 2022 X       

(Dionysis et al., 2022) 2022 +       

(Elbashbishy et al., 2022) 2022 +       

(Erol et al., 2022) 2022 +       

(Jiang et al., 2022)  2022 +       

(Kshetri, 2022) 2022 +       

(W. Lu et al., 2022) 2022 +       

(Nodehi et al., 2022) 2022 +       

(D. Xu et al., 2022) 2022 X       

(Yavaprabhas et al., 2023) 2022 +       

(Chu et al., 2024) 2024 +       

(Rejeb et al., 2021) 2021  + + +  +  

(Behl et al., 2024) 2024  0 0     

(Tokkozhina et al., 2023) 2023  +  +    

(Jeanneret Medina et al., 2024) 2024  –  +    

(Queiroz & Fosso Wamba, 2019) 2019   +     0     

(Nath et al., 2022) 2022  +   +   

(Saurabh & Dey, 2021) 2021  +   +   

(Sharma, Sharma, et al., 2023) 2023  +   +   

(Rijanto, 2021) 2021  +    +  

(Queiroz et al., 2020) 2020  +      

(Yacoub & Castillo, 2021) 2021  +      
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Authors Year 
Blockchain 

→ Trust 

Trust → 

Blockchain 

Blockchain → 

Performance 

Blockchain → 

Information 

Sharing 

Information 

Sharing → 

Blockchain 

Information 

Sharing → 

Trust 

Trust → 

Performance 

(N. Kumar et al., 2022) 2022  +      

(Ahmed et al., 2023) 2023  0      

(Çolak & Kağnıcıoğlu, 2023) 2023  0      

(Farooq et al., 2024) 2024  0      

(Westerlund et al., 2021) 2021   + +  +  

(Biswas et al., 2022) 2022   X +  +  

(Fosso Wamba & Guthrie, 2020) 2020     + +       

(J. Li et al., 2020) 2020   + +    

(Tezel et al., 2021) 2021   + +    

(K. Li et al., 2021) 2021   +  + + + 

(van Hoek, 2019) 2019     +         

(Jamil et al., 2019) 2019     +         

(J.-S. Kim & Shin, 2019) 2019     +         

(Martinez et al., 2019) 2019     +         

(Di Vaio & Varriale, 2020) 2020     +         

(Karamchandani et al., 2020) 2020     +         

(Kayikci et al., 2020) 2020   +     

(Kittipanya-ngam & Tan, 2020) 2020     +         

(Palas & Bunduchi, 2020) 2020   +     

(Di Vaio & Varriale, 2020) 2020     +         

(Yadav & Singh, 2020) 2020     +         

(Zhu et al., 2022) 2021   +     

(Fernandez-Vazquez et al., 2022) 2022   +     

(G. Li et al., 2022) 2022   +     

(Zelbst et al., 2019) 2019       +       

(Rogerson & Parry, 2020) 2020    +    

(C.-S. Yang, 2019) 2019         +     

(Y. Song et al., 2022) 2022     +   

(Ahluwalia et al., 2020) 2020           +   

(Sander et al., 2018) 2018           0   

(Koh et al., 2020) 2020           +   

Total articles per relationship 118 76 16 42 35 9 24 8 

+: Positive relationship; –: negative relationship; 0: statistically insignificant relationship; X: mixed results 

 


