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ABSTRACT

This research addresses the determinants of CEOs’ actions regarding the information
security (1SS) of small and medium enterprises (SMEs). This article aims to (a) identify factors
influencing CEOs’ ISS actions, (b) examine the relevance of protection motivation theory
(PMT) in explaining top management support (TMS, i.e., supportive actions), and (c) find
potential differentiated effects on protective vs. supportive actions.

The results of a questionnaire-based survey (N=200) show that the PMT and social in-
fluence constructs, while explaining a significant amount of variance, exert differentiated
effects: in contrast with protective actions, which are influenced mainly by self-efficacy, SME
CEOs’ supportive actions are strongly affected by the social influence of peers (partners and
competitors) and customers.

At a theoretical level, this research validates the relevance of the PMT framework for
the study of TMS determinants in the context of ISS. This studly is also the first to distinguish
between these two types of actions and offers new insights on CEOs’ ISS-related bebhavior
literature. For practitioners, the results imply that even when CEOs do not exert protective
actions, it is important to build on their professional relations to trigger and enbance their
supportive actions.

Keywords: ISS, CEO, SME, Protection motivation theory, 1op management Support.

RESUME

Cette recherche porte sur les déterminants des comportements en sécurité de l'information
(8SD) des dirigeants de PME, en distinguant les actions de protection des actions de soutien.
Cet article vise a (a) identifier certains des facteurs qui influencent leurs comportements en
SSI, (b) examiner la pertinence de la Protection Motivation Theory (PMT) pour expliquer
le Top Management Support (TMS, c.-a-d. le soutien du dirigeant) et (c) mettre en évidence
d’éventuels effets différenciés selon les actions de protection et de soutien.

Les vésultats, provenant d’une étude quantitative (N=200), montrent que les construits de
la PMT et I'influence sociale expliquent une part significative de la variance, mais exercent
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également des effets différenciés : alors que les actions de protection sont prioritairement
influencées par l'auto-efficacité, les actions de soutien des dirigeants sont essentiellement
affectées par l'influence sociale des pairs (partenaires et concurrents) et des clients.

Au niveau théorique, cette recherche établit la pertinence de la PMT pour étudier les
déterminants du TMS dans le contexte de la SSI. Cette étude est également la premiere qui
distingue ces deux types d’actions et offre ainsi de nouveaux éléments de compréhension des
comportements des dirigeants de PME en SSI. Pour les praticiens, nos résultats mettent en
évidence que méme si les dirigeants n’agissent pas directement, il est important de prendre
en considération [’entourage professionnel du dirvigeant de PME de maniere a développer
ses actions de soutien.

Mots-clés : Sécurité de 'information, Dirigeant, PME, Protection motivation theory,

1op management support.

1. INTRODUCTION

Small and medium enterprises (SMEs,
i.e., firms with fewer than 250 employees)
constitute more than 99% of European
firms (European Union, 2016) and are more
vulnerable to threats than large companies
because they do not often place adequate
weight on information security (ISS) (Ismail,
2018). One in three SMEs had no safeguards
to prevent breaches, and 61% of data breach
victims in 2017 were SMEs (Ismail, 2018).
Security breaches not only endanger SMEs
but also allow access to larger firms through
the Internet or exchanges between partners,
dramatically increasing these large firms’
vulnerability to cyber-attacks (Labodi &
Michelberger, 2010; Nice, 2018).

Top managers have a very important role
to play, as they are usually the decision
makers regarding ISS (Hu et al., 2012;
Puhakainen & Siponen, 2010). In the SME
context, top management often includes
the CEO (Curran & Burrows, 2015). Hence,
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CEOs can decide or validate the implemen-
tation of ISS-related measures; they can also
provide resources, such as funding, act as
change agents to establish a more secure
company culture or, if necessary, enforce
employee compliance with ISS measures
(Knapp et al., 2000). Raising CEOs’ awar-
eness about the need to implement ISS
measures is therefore critical for SMEs and,
by extension, for large firms. A second
reason for studying SME CEOs is that they
exhibit specific decision-making processes
that differ from those of the CEOs of large
companies (Jaouen & Nakara, 2015; Kyobe,
2008). Hence, focusing on SMEs’ ISS-related
decisions may provide new knowledge on
the specificities of SME CEOs.

Previous ISS research has focused mainly
on employee compliance with ISS poli-
cies (Karjalainen et al., 2019; Moody et al. ,
2018; Yazdanmehr & Wang, 2016). It has
also addressed executives and employees,
notably comparing information technology
(IT) and non-IT specialists. Previous studies
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have investigated either behavioral intention
(e.g., Moody et al., 2018), actual beha-
vior (e.g., Chen & Zahedi, 2016), or both
(e.g., Mwagwabi et al., 2018). However, in
terms of actors, the ISS literature has rarely
focused on SME CEOs, except a few studies
on cyber security and CEO behavior (Berry
& Berry, 2018; Fielder et al., 2016) or on the
need to develop an ISS culture (Barlette et
al., 2017; Dojkovski et al., 2007).

In terms of behaviors, in contrast with
employees, SME CEOs can exert two types
of actions. They can take protective actions
by implementing security measures, for
example, but even if they lack the necessary
skills to implement them personally, CEOs
may be conscious of security issues and act
less “directly” by providing support to ISS
projects through funding (Boonstra, 2013;
Linet al., 2014), supporting the persons in
charge (e.g., the IT specialist or the chief
information officer when (s)he exists) or
championing and raising employee aware-
ness (Boonstra, 2013; Chenet al., 2012). In
this paper, we assimilate these supportive
actions into what is called top management
support (TMS).

While the impacts of CEOs on the success
of IS and ISS projects have been the sub-
ject of extensive research (e.g., Hu et al.,
2012; Lee et al., 2018), academic attention
to the determinants of TMS regarding IS
is still emerging in the literature. Studies
have focused mainly on the influence of
demographic variables, such as gender,
age, and education (Lin et al., 2014; Lopez-
Munoz & Escriba-Esteve, 2017), or on how
IT managers could obtain TMS (Liu et al.,
2015). Regarding ISS, behavioral research
integrated threat appraisal as a particu-
larly influencing dimension. For instance,
it appeared as a building block in the
Technology Threat Avoidance Theory (TTAT,
Liang & Xue, 2010), the Health Belief Model
(HBM, Ng et al., 2009) and the Protection
Motivation Theory (PMT, Rogers, 1983).

Therefore, we can assume that in contrast
to IS, the determinants of ISS-related beha-
viors, either protective or supportive (TMS),
are particularly influenced by threat apprai-
sal. Moreover, to our knowledge, only one
qualitative study on the determinants of
the involvement of CEOs regarding ISS can
be identified (Barlette, 2012). Considering
the scarcity of relevant academic research
and the importance of this issue, the first
gap we intend to fill is the identification of
factors influencing SME CEOs’ ISS-related
protective and supportive behaviors.

For this purpose, we used protection
motivation theory (PMT). PMT is one of
the main reference theories used to explain
security-related behaviors (Williams et al.,
2014). While this theory’s explanatory power
for protective actions has been repeatedly
shown, the second gap we intend to fill
is to validate the relevance of the PMT
constructs in explaining TMS, i.e., CEOs’
supportive actions.

In the specific case of SME CEOs, several
recent surveys have also proven the impact
of social influence on security behaviors
(Barlette et al., 2017; Tsai et al., 2016).
Through a comparison of the effects of
the PMT constructs and social influence on
CEOs’ protective and supportive actions,
this paper aims to highlight discrepancies
between the impacts of the various deter-
minants of ISS-related behaviors. Hence,
through the use of PMT and TMS as theo-
retical foundations, the third gap we intend
to fill concerns highlighting the potentially
differentiated effects of the PMT and social
influence constructs on protective and
supportive actions.

The model, tested on 200 SME CEOs,
indicates that the determinants exert a
differentiated influence according to the
type of action. Self-efficacy has the most
explanatory power for protective actions,
whereas social influence is the main driver
of supportive actions. These findings offer a
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new perspective to better understand CEOs’
ISS-related actions using latent endogenous
constructs that have not been previously
distinguished in IS research, that is, protec-
tive and supportive actions. The findings
are expected to inform theory and practice
in this under-researched area.

This article is structured as follows. In the
next section, relevant literature is reviewed,
and a theoretical background is developed.
In the third section, hypotheses are deve-
loped, and the research model is presented.
Then, the research method is described,
analytical procedures are outlined, and
the results are presented. These results are
discussed in section six, where we present
our contributions to theory and practice,
the study’s limitations and avenues for
future research.

2. THEORETICAL
BACKGROUND

ISS is not only a matter of IT security,
anti-malware programs, firewalls, effi-
cient identification systems or reliable
hardware (Williams et al., 2014); it is also
an organizational, cultural and manage-
rial issue (Abubakare et al., 2017). 1SS is
often threatened by employee behavior
that does not comply with ISS policies
(Chu & Chau, 2014), organizational rules,
guidelines or requirements (Workman ez
al., 2008) and by the negligent handling
or purposeful damage of information by
internal employees or strategic partners
(i.e., suppliers, partners, and customers)
with access to company databases (Labodi
& Michelberger, 2010).

Friend & Pagliari (2000) confirmed the
important role of top management in ISS:
“in any organization, top management
bas ultimate responsibility for security. Any
action taken, or problem solved should be
a result of top management’s intervention”
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(p- 31). Top management, specifically the
CEO in the case of SMEs, can significantly
reduce risk and ensure employee ISS com-
pliance by implementing ISS policies and
procedures. However, the CEO can also
support the person in charge of ISS (chief
information officers (CIOs), when the posi-
tion exists, or internal or external IT spe-
cialists). TMS, i.e., supportive actions, has
been shown to affect organizational culture
and employees’ salient beliefs regarding ISS
policies and procedures (Hu et al., 2012;
Péres et al., 2003; Puhakainen & Siponen,
2010). Because of SME CEOs’ specificities,
investigating both types of actions seems
particularly relevant in this context.

2.1. SME CEOs’ protective
actions

CEOs and top management actions in ISS
are essential to reducing risk and ensuring
employee ISS compliance (de Guineaet al.,
2005; Huet al., 2012). Through their actions,
CEOs can enforce the necessary rules and
processes for ISS management and pro-
vide the basis of a coherent ISS approach.
CEO actions improve the legitimacy of
ISS measures, influence employees and
act as change agents to create a favorable
environment to overcome organizational
resistance (Kankanhalli ez al., 2003; Knapp
et al., 2006). Therefore, CEOs’ actions in
ISS are highly desirable in businesses of
every size (Rainer et al., 2007).

CEOs develop protective actions when
they personally take basic technical ISS
measures (changing passwords, performing
backups, etc.) (Lee & Larsen, 2009). Other
examples of top management protective
actions include implementing new security
procedures or contacting external support
to repair employee computer damage, sol-
ving basic security problems or managing
relations with external providers (Barlette,
2012).
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In small businesses, CEOs are the main
(and often the sole) decision makers and
strategic information users. They are there-
fore in the best position to identify critical
business applications to computerize or
protect (Kankanhalli ez al., 2003). The IS
literature shows that SME CEOs develop
specific decision-making processes that
differ from those of the CEOs of large com-
panies (Nguyen et al., 2015; Senyard et
al.,2011). Scholars have been particularly
interested in how the SME context of high
uncertainty, time pressure, emotional inten-
sity, and/or high risk affects decision-making
(Mullins & Forlani, 2005; Shepherd et al.,
2015). For instance, Mitchell & Shepherd
(2010) showed that decisions in SMEs are
particularly influenced by CEOs’ fear of
failure and level of self-efficacy. Moreover,
SME CEOs have difficulties delegating, tend
to act and decide alone, and tend to take
organizational measures by themselves
(Curran & Burrows, 2015; Torres & Julien,
2005).

Consequently, SMEs lag behind larger
firms in implementing protective measures
because in this context, decision-making
is strongly related to a CEO’s ability to
process and exploit the available informa-
tion (Labodi & Michelberger, 2010; Rainer
et al., 2007). These limitations are both
cognitive and technical (i.e., constraints in
accessing and using information). First, SME
CEOs lack technical and financial resources
(Ldbodi & Michelberger, 2010; Lee & Larsen,
2009), and second, they are not sufficiently
qualified to correctly handle technologies
and security issues (Kyobe, 2008). Therefore
(a) it is difficult for SMEs to recruit and keep
IT specialists (Pritchard, 2010); (b) ongoing
risk assessment is often lacking (Nguyen
et al., 2015); (¢) many SME CEOs are not
sufficiently aware of 1SS issues (Barlette
et al., 2017); and (d) many of these CEOs
consider ISS to be a large business concern
(Nice, 2018). Because their ISS is poorly
aligned with strategy, SMEs may implement

inadequate hardware and software, and
information may be poorly secured. Many
CEOs rely on external human resources for
IT implementation and support (Rainer et
al.,2007). Others neglect ISS management
even if, paradoxically, they positively per-
ceive the importance of ISS in their firms
(Rainer et al., 2007). External influences,
through their personal and professional
networks, may trigger their decisions to
undertake protective actions (Barlette &
Jaouen, 2012). Thus, CEOs can decide
to surround themselves with internal or
external staff skilled in ISS and then exert
supportive actions.

2.2. Top management support

2.2.1. TMS and types of supportive
bebaviors

TMS is an umbrella term that includes
several notions, such as involvement and
participation (Kulkarni et al., 2017). TMS
usually relies on supportive attitudes and
behaviors that can be categorized into three
main types, i.e., involvement, participation
and resource provision (Liu et al., 2015).

Involvement corresponds to the top
management’s psychological state, that is,
CEOs’ perceptions and attitudes, reflecting
the degree of importance placed on IT
(Jarvenpaa & Ives, 1991) and, in our context,
on ISS. Top management involvement
and commitment must be demonstrated
through CEOs’ sincere and effortful parti-
cipation (Liu et al., 2015), which is critical
to project success (Dong et al., 2009).

Participation refers to “the CEOs’ activi-
ties or substantive personal interventions
in the management of 1S” (Jarvenpaa &
Ives, 1991, p. 2006). Participation translates
into important manifestations of TMS
through presence and visibility. Hence,
top management can directly influence
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the mutual adaptation between the IS pro-
ject and the organization (Kulkarni et al.,
2017). For example, top managers can help
solve management problems and adapt
inadequate organizational structures or
processes. CEO participation can also trans-
late into project championing (Lin et al.,
2014; McComb et al., 2008), which refers
to “very clearly communicating the cru-
cial importance of the project, resolving
conflicts, and unequivocally supporting
the project team” (Boonstra, 2013, p. 500).
Dong et al. (2009) also identified change
management and vision sharing as distinct
types of TMS-related behaviors. In the same
vein, Gottschalk (1999) measured TMS in
terms of ’enthusiasm and IT vision’. Hence,
participation can be associated with a clear
vision (Liang et al., 2007), which can be
shared with employees through project
championing.

Resource provision is the third' and
widely acknowledged supportive aspect
of top management (Boonstra, 2013). It
corresponds to allocating funds, validating
budgets, assigning personnel and equip-
ment to an IT project, and building an
enabling context that facilitates the flow
of resources (Liu et al., 2015).

2.2.2. Effects of TMS in IS and ISS

A rich body of literature has been deve-
loped to theorize the impact of TMS on
the success of IS development, adoption,
implementation, and assimilation (Elbanna,
2013; Shao et al., 2016; Stachr, 2010) and
has highlighted the essential role of TMS
in the success of IS projects (Dong et al.,
2009; Elbanna, 2013; Lee et al., 2018; Liu et
al.,2015). Shao et al. (2016,2017) showed
that a combination of transformational and
transactional leadership skills is necessary

for adequate TMS in IS projects. Kulkarni
et al. (2017) showed that top management
championship leads to higher employee
participation and encourages employee
engagement as meaningful contributors
to technology advancements. Therefore,
employees actively participate “in conti-
nually improving the systems they routinely
use via submitting feedback and sugges-
tions, critically evaluating the functiona-
lities, asking for enhancements, trying out
new features, and, in general, being res-
ponsible for their success” (Kulkarni et al.,
2017, p. 534). In the ISS context, previous
research has shown that TMS is essential
(Puhakainen & Siponen, 2010) and that top
management should be actively and visibly
involved in the establishment, implementa-
tion, and enforcement of ISS policies and
rules (Hu et al., 2012). Top managers can
help increase individual employees’ awar-
eness of ISS policies and foster a common
favorable disposition toward compliance
and ethical behaviors (Boss et al., 2009;
Chen et al.,2012; Liet al., 2010).

However, top management executives
usually do not possess core expertise in
ISS, and they often delegate the authority
and responsibility to establish and maintain
ISS policies to IT specialists (CIOs) or ISS
experts, such as CISOs? (Merhi & Ahluwalia,
2015). In addition, in the smallest SMEs,
there are often no CIOs, and even in the
largest SMEs, experts in ISS remain scarce.
Another delegation is possible: the CEO
can outsource to external actors, such as IT
specialists or I'T service companies. However,
in all cases, addressing ISS issues cannot
be a full-time job for CIOs or internal or
outsourced IT specialists. Rothrock et al.
(2018) advocated that top managers must
understand the issues at stake and accept
their responsibility for their organization’s

! Some authors consider resource provision as a component of participation because it refers more to

behaviors than to attitudes (Dong et al., 2009).

2 Chief information security officer.
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cyber defense posture. However, Elbanna
(2013) showed that TMS fluctuates during
the course of any project from moments
of direct involvement to moments of low
attention and enthusiasm. Hence, in the case
of multiple projects, priorities for projects
can change and, in turn, top management
attention and resource allocation can be redi-
rected toward other projects (Kappelman et
al.,20006). This fluctuation can even lead to
withholding TMS because support is a scarce
resource in terms of finances, power, people,
communication, attention, expertise, and
time (Boonstra, 2013). Hence, because
“lop managers are often pressurized into
choosing between current organizational
activities and new initiatives” (Boonstra,
2013, p. 510), management support can be
limited by competing projects, project risks,
and business priorities.

Given the importance of ISS and the need
to maintain ISS issues among the top mana-
gement priorities, more research should be
conducted on the factors that influence TMS
inISS (Liu et al., 2015) and the identification
of these determinants of TMS (Lin et al.,
2014; Stemberger et al., 2011).

2.2.3. Antecedents
of top management support

While the impacts of TMS have been
explored in numerous studies, the antece-
dents of TMS in IS projects remain under-re-
searched (see table 1). Most previous stu-
dies have addressed the CEOs’ or CIOs’
demographic indicators and characteristics,
mainly in terms of age, education, openness
to experience and IT experience (Lin et
al., 2014; Lopez-Munoz & Escriba-Esteve,
2017). Only three studies have explored
additional behavioral factors. Stemberger et
al. (2011) investigated how I'T/IS personnel
can obtain support from top management
and found that the business and managerial
knowledge and skills of IT/IS personnel and
the business role of IT/IS had a positive
impact on achieving TMS. Liu et al. (2015)
showed that IT teams can obtain TMS by
appropriately building and mobilizing social
capital, i.e., socializing, interacting and buil-
ding ties with top management. Lopez-
Munoz & Escriba-Esteve (2017) added two
processes to the demographic indicators
cited above: participatory decision-making
and shared IT vision.

Impact of TMS

Determinants of TMS

IS projects ISS

IS projects 1SS

Elbanna (2013)
Kanwal et al. (2017)
Kulkarni et al. (2017)
Shao et al. (2016)
Shao et al. (2017)

Lee et al. (2018)

Puhakainen & Siponen (2010)
Chen et al. (2012)

Huet al. (2012)

Kwon et al. (2013)

Merhi & Ahluwalia (2015)
Zafar et al. (20106)

Daud et al. (2018)

Rothrock et al. (2018)

Stemberger et al. (2011) Barlette (2012)

Lin et al. (2014) (qualitative)
Liu et al. (2015)

Lopez-Munoz & Escriba-Esteve (2017)

Table 1: Recent studies’ on the impacts and the determinants of TMS.

3 For conciseness, we included only studies from 2010 on TMS effects.
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In the context of ISS, to the best of our
knowledge, quantitative research has never
been used to explore the determinants of
supportive actions (see table 1). However,
we have shown that CEOs’ supportive
actions have significant impacts on firm
security, and consequently, exploring the
factors triggering supportive actions in ISS
is particularly relevant.

The protection motivation theory (PMT)
is regularly used to study ISS-related actions
(see Appendix A). In addition to its power to
explain ISS protective actions, we postulate
that this theory is also relevant for analyzing
the determinants of ISS supportive actions.

2.3. Determinants of SME CEOs’
ISS behaviors

2.3.1. Protection motivation theory

Previous ISS research aiming to explain
security-related behavior has mainly adopted
the PMT as the reference theory (Williams
etal.,2014). The output of the PMT model
“is the decision (or intention) to initiate,
continue, or inhibit the applicable adaptive
responses (or coping bebaviors)” (Floyd et
al., 2000, p. 411). Even if PMT “hypothesized
that protection motivation is best mea-
sured by bebavioral intentions” (Rogers,
1983, p. 172), this theory “is sufficiently
broad to apply to any situation involving
threat” (Rogers, 1983, p. 172),i.e., single-act,
repeated-acts, or multiple-acts behavioral
criteria (Prentice-Dunn & Rogers, 1986).
Consequently, depending on the type of
behavior investigated, several streams of
PMT-based research have explored — in a
relatively balanced manner (see Appendix
A) — either behavioral intention (Moody et
al., 2018; Tsai et al., 2016; Tu et al., 2015),
actual behavior (Chen & Zahedi, 2016;
Posey et al., 2015) or both (Thompson et
al., 2017; Warkentin et al., 2016).
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Empirical research on PMT focuses on
the relationship between potential threat
and coping mechanisms and outcomes
(Crossler & Bélanger, 2014). Tvo processes
determine an individual’s motivation to pro-
tect information (Maddux & Rogers, 1983):
threat appraisal and coping appraisal. Threat
appraisal is the individual’s anticipation of
a psychological, sociological or physical
violation or harm to oneself (Workman et
al., 2008). When the perceived vulnerability
and severity of this threat are high, an indi-
vidual modifies his or her behavior and is
more likely to exert an adaptive response.

Coping appraisal relates to an indivi-
dual’s evaluation of his or her ability to
cope with and avoid threatening behavior.
Three components influence this evalua-
tion: the individual’s response efficacy,
that is, the perceived effectiveness of the
proposed adaptive behavior, the individual’s
self-efficacy, i.e., the perceived ability to
perform the adaptive behavior, and the
individual’s response cost, i.e., the incon-
venience, money or time related to the
adaptive behavior. We chose not to include
response cost in this study because it is the
most questionable construct in terms of
applying PMT to ISS. In 29 previous studies
(see Appendix A), the expected effect was
proven only 9 times. This construct was not
valid 9 times when included (e.g., Crossler
& Bélanger, 2014; Ifinedo, 2012; Mwagwabi
et al., 2018; Siponen et al., 2014) and was
not included 11 times (e.g., Chen & Zahedi,
2016; Johnston et al., 2015; Moody et al.,
2018; Warkentin et al., 2016).

Furthermore, several studies integrated
the social influence construct into the core
PMT model. This construct has been added
13 times in previous studies (see Appendix
A) and proved to be significant in 69 percent
of the cases. Indeed, research on small
businesses has shown that CEOs often rely
on their social and professional networks
to make decisions and that such social
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influences may constitute a relevant variable
to explain CEO behaviors (Barlette et al.,
2017; Ozgen & Baron, 2007; Schoonjans
etal.,2013).

2.3.2. The role of social influence

Social influence is a multifaceted construct
that closely resembles social norms
(Johnston & Warkentin, 2010; Venkatesh et
al., 2003), subjective norms (Ifinedo, 2012;
Yazdanmehr & Wang, 2016) and normative
beliefs (Siponen et al., 2014). In this study,
we consider social influence to be “the
perception of a person that most people
important to bim/ber think he/she should
or should not perform the bebavior in
question” (Fishbein & Ajzen, 1975, p. 302).
Social influence research focuses on how
social networks influence behavior through
messages and signals that intend to build
or change perceptions of an activity’s value
(Herath & Rao, 2009; Tsai et al., 2016).

Among the different approaches to social
influence, Bandura’s (1977, 1986) social
learning theory has been viewed as par-
ticularly influential (Tu et al., 2015). He
explained that human behavior is stimulated
first by external influences, then by internal
processing systems and regulatory codes,
and finally by the reinforcement of res-
ponse-feedback systems. Self-observations
and feedback from the social environment
are the basis upon which situational assess-
ments (judgments) are developed, which, in
turn, drive intentions for adjusting behaviors
(Tuet al., 2015). Consequently, individuals
are influenced by both messages about
expectations and the observed behavior of
others (Herath & Rao, 2009). Johnston &
Warkentin (2010) noticed that influences
from family, friends, colleagues, or trusted
others within the organization are highly
important in IT decisions. Contractor &
Eisenberg (1990) discussed “social conta-
gion” and distinguished two network

models of contagion. First, the relational
model focuses on the influence of people
with whom an individual has direct interac-
tions. Second, the positional model, also
called the structural equivalence model
(Burkhardt, 1994; Burt, 1987), shows that
people are influenced by those with whom
they have the same patterns of communi-
cation, even though they may not interact
directly (e.g., people with the same position
within an organization). Burkhardt (1994)
also showed that social interactions with
one category or another differentially affect
the frequency with which individuals use IT,
their attitude toward IT, and their sense of
self-efficacy regarding IT. Perceptions about
others’ opinions may also predict attitudes
toward security-related behaviors (Anderson
& Agarwal, 2010; Tsai et al., 2016).

Lewis et al. (2003) stated that “if a peer;
supervisor; or some other actor in a relevant
social network believes that a technology is
useful, through a process of shared cogni-
tion, so will the target individual” (p. 662).
By definition, because CEOs do not have
supervisors, peers or actors in their social
network can encourage them to take IS or
ISS measures (Barlette et al., 2017). CEOs
may, for example, be verbally persuaded by
peers to take recommended actions (Tu et
al., 2015). However, this influence can also
have an effect indirectly through the obser-
ved actions of peers, mentors or competitors
(Dagorn & Poussing, 2012; Ozgen & Baron,
2007; Tu et al., 2015; Zhang et al., 2018).

2.4. Protective vs. supportive
behaviors

Barlette (2012) conducted a qualitative
study in which he showed that SME CEOs
can adopt four types of behaviors (Figure
1). When they are poorly involved, they
do not tend to exert protective actions,
except reactive actions when it is absolutely
necessary (case A, e.g., failure or security
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CEO

|
| Poor involvement |

6

]
| High involvement |

© O

Few indirect actions || Few indirect actions
Few direct actions | [Forced direct actions

Indirect actions Indirect actions
Few direct actions Direct actions

Figure 1: Coexistence of both types of behaviors,
adapted from Barlette (2012).

breach) or compulsory (case 'B’, e.g., regu-
lations). Moreover, even if someone else
takes charge of the company’s ISS, CEO’s
support will be weak.

According to Barlette (2012), when CEOs’
involvement increases, they tend to interact
more with and provide more support to the
persons in charge of ISS, either the internal
CIO if he/she exists or an external provider
(cases 'C’ and 'D’). Through these interac-
tions, CEOs learn more about IS and ISS and
become familiar with ISS issues, therefore
improving their awareness. Consequently,
some CEOs feel more comfortable with ISS
or learn on-the-job and tend to exert more
protective actions (case 'D’). The level of
supportive and mainly protective actions
will depend on the CEOs’ priorities, i.e., the
balance between business situations and
security issues. This figure shows that both
types of behaviors (protective and suppor-
tive) can coexist. However, if he identified

Perceived
vulnerabilit

Perceived
severity
Response
efficac

Social 38
influence

several determinants of CEO involvement,
Barlette (2012) conducted a qualitative
study that needs to be generalized.

3. CONCEPTUAL MODEL AND
HYPOTHESIS DEVELOPMENT

In our theoretical background, we noted
that distinguishing between protective and
supportive actions is relevant to the spe-
cific context of SME CEOs. Consequently,
we investigate both types of actions (see
Figure 2). First, we study the usual measures
of protective actions, i.e., implementing
ISS measures and performing “technical
behaviors”, such as antivirus updates or
backups (Lai et al., 2012). Second, we also
consider supportive actions, that is, vali-
dating IS security measures or budgets,
supporting the person in charge of ISS or
raising employees’ awareness.

(a) Protective Actions
(b) Supportive Actions

Figure 2: Research model.
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The conceptual model aims to explain
CEOs’ actual behaviors, not their inten-
tions. Measuring actual behavior prevents
research from reaching incorrect conclu-
sions (Limayem et al., 2007) because it is
more objective than intention and because
self-reported behavior is often easier to
self-assess (Ng et al., 2009). Moreover, we
investigate behaviors that can be repetitive,
and in that case, intentions no longer matter
(Crossler & Bélanger, 2014).

The hypotheses indicate that protective
and supportive actions are a positive linear
function of five constructs: perceived vulne-
rability to the threat, perceived severity of
the threat, self-efficacy, response efficacy,
and social influence. Because their level of
impact may vary according to the type of
action, we present a differentiated set of
hypotheses for protective and supportive
actions.

3.1. Perceived vulnerability

Perceived vulnerability is an individual’s
belief about “the conditional probability
that the threatening event will occur, provi-
ded that no adaptive activity is performed”
(Rogers, 1983, p. 158). The results concer-
ning this construct in previous literature are
contradictory. While several studies reveal a
positive influence of perceived vulnerability
on ISS-related protective actions (e.g., Chen
& Zahedi, 2016; Ng et al., 2009; Workman et
al., 2008), others find no significant effect
(e.g., Herath & Rao, 2009; Vance et al.,
2012). Johnston et al. (2015) explained these
contradictory findings, arguing that threat
appraisal constructs are not personally
relevant for employees in an organizational
context because they have a lesser sense of
ownership and interest in their firm’s data.
We suppose that for SME CEOs, perceived
vulnerability remains a relevant construct
to explain protective actions because SME
CEOs tend to identify themselves much

more strongly with their firms than their
employees do (Jaouen & Lasch, 2015).
Hence, as the perceived vulnerability to a
security breach increases, SME CEOs will
display more ISS behaviors. Therefore, the
following hypothesis is proposed:

Hla: Perceived vulnerability positively
influences SME CEOs’ protective actions in
their companies.

To the best of our knowledge, no pre-
vious studies have addressed the determi-
nants of TMS (supportive actions) in ISS.
We can assume that CEOs’ protective and
supportive actions are similarly influenced
by perceived vulnerability and that this
construct will exert a similar effect on both
types of actions. Therefore, we formulate
the following hypothesis:

H1b: Perceived vulnerability (1) positively
influences SME CEOs’ supportive actions
in their companies, and (2) this influence
will be similar to that on protective actions.

3.2. Perceived severity

Perceived severity corresponds to an
individual’s perception of the severity of
the consequences of a threat (Maddux &
Rogers, 1983). For instance, threats may
include the perceived level of the company’s
financial losses, the decrease in activity, the
loss of data, and/or the indirect damage
to the company’s image. Most previous
studies reveal that an increase in perceived
severity exerts a significant effect on an
individual’s ISS-related behavior (Chen &
Zahedi, 2016; Crossler & Bélanger, 2014).
However, as for perceived vulnerability,
some studies find contradictory results
when addressing employees’ behaviors
(Ifinedo, 2012; Johnston et al., 2015; Ng
et al., 2009). Following the same reasoning
as that for perceived vulnerability, in the
context of SME CEOs, the following hypo-
thesis is therefore proposed:
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H2a: Perceived severity positively influences
SME CEOs’ protective actions in their
companies.

As for H1, we assume that perceived seve-
rity will exert the same effect on supportive
actions due to the lack of prior research;
hence, we posit the following:

H2b: Perceived severity (1) positively
influences SME CEOs’ supportive actions
in their companies, and (2) this influence
will be similar to that on protective actions.

3.3. Self-efficacy

Self-efficacy refers to individuals’ belief
that they can successfully implement a
protective behavior (Vance et al., 2012).
Prior ISS research has demonstrated a
significant influence of self-efficacy on the
motivation to exert protective behaviors
in many contexts (Chen & Zahedi, 2016;
Crossler & Bélanger, 2014; Lee & Larsen,
2009; Workman et al., 2008). In our context,
self-efficacy refers to CEOs’ beliefs in their
own abilities to personally implement ISS
measures and perform antivirus updates
and backups. Several PMT studies focu-
sing on protective actions have shown that
self-efficacy has a highly strong influence
(usually b>=0.5) on such actions (Chen
& Zahedi, 2016; Crossler & Bélanger, 2014;
Gurunget al., 2009; Hanus & Wu, 2016; Li et
al.,2019). On the other hand, Lee & Larsen
(2009) showed that self-efficacy exerted the
weakest influence of the PMT constructs on
one dimension of supportive actions, that
is, the intention to validate the budget of an
ISS measure. Consequently, we can suppose
that because protective actions are more
technical (Lai et al., 2012) than providing
TMS, i.e., exerting supportive actions, the
effect of their perceived self-efficacy will
be higher on protective actions than on
supportive actions. Therefore, the following
hypotheses are proposed:
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H3a: Perceived self-efficacy positively
influences SME CEOs’ protective actions in
their companies.

H3b: Perceived self-efficacy (1) positively
influences SME CEOs’ supportive actions in
their companies, and (2) this influence will
be lower than that on protective actions.

3.4. Response efficacy

Response efficacy corresponds to indi-
viduals’ belief that protective behavior will
result in effective protection against IS
security threats (Vance et al., 2012). In our
context, response efficacy refers to CEOs’
beliefs about whether exerting protective
(e.g., implementing ISS-related measures)
or supportive actions can enhance their
companies’ security and reduce security
breaches. Previous ISS work has demons-
trated that response efficacy exerts a signifi-
cant positive effect on protective behaviors
(Chen & Zahedi, 2016; Crossler & Bélanger,
2014; Workman et al., 2008). Therefore, the
following hypothesis is proposed:

H4a: Perceived response efficacy positively
influences SME CEOs’ protective actions in
their companies.

We found no hint in the literature about
a differentiated influence of perceived res-
ponse efficacy on protective and supportive
behaviors. We can assume that this influence
will be the same for both types of behaviors:
for example, the motivation to validate the
implementation or to conduct awareness
raising will be the same as implementing
an ISS measure if the response is perceived
as efficient. Therefore, we formulate the
following hypothesis:

H4b: Perceived response efficacy (1) positively
influences SME CEOs’ supportive actions in
their companies, and (2) this influence will
be similar to that on protective actions.
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3.5. Social influence

Social influence has been incorporated
into the PMT model in several studies and
has been found to be a significant predic-
tor of computer security-related policy or
software adoption (Herath & Rao, 2009;
Ifinedo, 2012; Lee & Larsen, 2009). In
their study, Lee & Larsen (2009) used the
influence of competitors, partners and
customers as an organizational property
to predict the intention of SME execu-
tives (i.e., CIOs, CEOS, CFOs, and COOs)
to adopt anti-malware software. Previous
research has also found that SME CEOs are
particularly influenced by their professional
networks when making IS-related decisions
(Gupta & Hammond, 2005; Ozgen & Baron,
2007). We introduced this construct in our
model, as we contend that their competi-
tors’ behaviors — just like the beliefs of their
customers and partners — may strongly
influence CEOs’ actions.

In the PMT studies using social influence
(see Appendix A), this construct had a
significant positive effect and, moreover,
often the strongest effect on the intention to
perform ISS-related actions (Ifinedo, 2012;
Johnston & Warkentin, 2010; Lee & Larsen,
2009; Siponen et al., 2014; Tu et al., 2015).
Similarly to the threat appraisal constructs,
we found no hint in the literature regarding
different effects on protective or supportive
actions; therefore, the following hypotheses
are proposed:

Hb5a: Social influence exerts a positive effect
on SME CEOs’ protective actions in their
companies.

H5b: Social influence (1) exerts a positive
effect on SME CEQOs’ supportive actions in
their companies, and (2) this effect will be
similar to that on protective actions.

3.6. Control variables

Gender has been found to influence
technology changes and IS acceptance
(Maruping & Magni, 2012; Venkatesh et al.
2000). In ISS, previous research has found
that being female negatively affects actual
protective behavior (Barlette et al., 2017;
Lee, 2011). Firm size is often considered in
PMT studies as a relevant control variable.
Barlette et al. (2017) found that larger firm
size negatively affected protective actions.
We can assume that as SMEs grow, the
probability that the CEO will be helped
by IT specialists may increase through the
creation of internal IT positions or outsour-
cing because financial resources may be
linked to company size. Hence, we expect
a larger firm size to negatively influence
protective actions and positively supportive
actions. Finally, assuming that as their leve/
of education increases, individuals become
more aware of ISS issues, a higher education
level is expected to positively influence
CEOs’ protective and supportive actions.
In table 2, the following control variables
(CVs) are proposed:

Effect
Control Variable

Protective Actions

Effect on
Supportive Actions

Effect on

Gender (M=0; F=1) - (Female) + (Female)
Firm Size - +
Education + +

Table 2: Control variables and expected effect.
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4. METHOD

4.1. Measures

We designed the questionnaire based on
a review of prior literature. The questions
were first pretested through face-to-face
interviews with SME CEOs (N=14). Based
on the CEOs’ feedback, the questions’
readability was improved. The final ques-
tionnaire is shown in Appendix B. All the
key constructs were modeled as reflective
constructs (Petter et al., 2007) and were
measured in the model using multiple items
with 7-point Likert scales (see Appendix B),
with 1=Strongly disagree and 7=Strongly
agree.

For the tested dependent variables, we
establish that for SME CEOs, (1) Protective
actions correspond to taking personal
charge of ISS, that is, implementing ISS
measures, performing updates or backups
or keeping informed about competitors’
practices in ISS, while (2) Supportive
actions correspond to CEOs validating
ISS measures or validating ISS budgets
proposed by the person in charge of the
company’s ISS (internal or external), sup-
porting the person in charge of ISS or raising

employees’ awareness of ISS measures.
The constructs (see table 3) were mainly
borrowed or adapted from the following
references (see also Appendix B for more
details and psychometric scales):

Three CVs were included (see Appendix
B): firm size (Size) measured as the num-
ber of employees (between 1 and 250);
education measuring the education level (6
levels); and gender in the form of a dummy
variable (Male: 0, Female: 1).

4.2. Data collection

The questionnaire was created using
Qualtrics and submitted to 8000 SME CEOs
through email. The respondents were infor-
med that participation in the study was
voluntary and that their responses would
be kept confidential. The response rates for
ISS-related surveys are usually low (Wolcott
et al.,2008). A total of 291 responses were
received early in 2015. First, we removed
incomplete and invalid responses. Second,
all questionnaires with excessively short
duration were removed, and IP addresses
were used to control for duplicate submis-
sions. This process improved the validity
of the survey.

Constructs

References

Perceived severity

Siponen et al. (2014); Vance et al. (2012)

Perceived vulnerability

Ifinedo (2012); Siponen et al. (2014); Vance et al. (2012)

Self-efficacy

Ifinedo (2012); Lent et al. (2006); Vance et al. (2012)

Response efficacy

Ifinedo (2012); Vance et al. (2012)

Social influence

Anderson & Agarwal (2010); Lee & Larsen (2009)

Protective actions (2008)

Boss et al. (2015); Jarvenpaa & Ives (1991); Lai et al. (2012); Workman et al.

Supportive actions et al. (1996)

Lee & Larsen (2009); Ragu-Nathan et al. (2004); Siponen et al. (2014); Thong

Table 3: Constructs and references.
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CEOs with no employees were removed
from the sample. Finally, only respondents
having access to internal or external IT
resources were considered, to ensure that
CEOs were able to exert both protective and
supportive actions. We finally obtained 200
usable responses. The respondent profiles
are presented in the descriptive statistics
below.

5. DATA ANALYSIS
AND RESULTS

The questionnaire was analyzed and vali-
dated through partial least squares struc-
tural equation modeling (PLS-SEM) using
SMARTPLS 3.2.8. The PLS-SEM approach
has a broad scope and flexibility of theory
and practice (Richter et al., 2016) and per-
mits the use of small sample sizes (Hair et
al., 2017a) and second-order constructs
(Hair et al., 2017b). In addition, in large
and complex models with latent variables,
PLS-SEM is virtually without competition
(Richter et al., 2016; Wold, 2000).

5.1. Descriptive statistics

The average CEO is a 39-year-old man
who has held the position for 7.5 years, and
thirty-eight employees work in the average
SME (N=200). The majority of respondents
are male (75%). The proportion of female
CEOs in the sample (25%) is similar to
the European figure of 29% (European
Union, 2016). In terms of company size,
the sample is distributed as follows: 81
(40%) are micro-firms with fewer than ten
employees, 72 (36%) employ between
10 and 49 employees, and 47 (24%) are
medium-sized businesses. Appendix C pro-
vides the similarities and discrepancies
among the level of protective behavior,
the level of supportive behavior and the

level of action according to company size.
These results will be discussed in Section 6.

5.2. Overall model assessment

Bootstrapping was performed with 5,000
iterations (Hairet al.,2017a; Henseleret al. ,
2016). The approximate model fit was tested
via the standardized root mean square resi-
dual (SRMR), and the overall model fit was
tested via geodesic discrepancy (d_G) for
protective and supportive actions (Henseler
et al., 2016, p. 12).

All SRMR values are under the 0.08
threshold (Henseler et al., 2016), and the
two estimated d_G values are equal to their
saturated d_G values (see table 4). That is,
the discrepancy between the empirical and
the model-implied correlation matrix is not
significant; therefore, our models exhibit
adequate fit.

Protective Supportive
actions actions
SRMR d G SRMR d G
Estimated | 0.059 0.373 0.052 0.360
Saturated | 0.059 0.373 0.052 0.360

Table 4: Indicators of model fit.

5.3. Measurement model

5.3.1. Construct reliability
and convergent validity

Appendix D exhibits composite reliabili-
ties within the interval [0.7-0.95], indicating
that they meet the “satisfactory to good”
condition for construct reliability (Hair et
al., 2017a). The constructs’ convergent
validity is also adequate because all ave-
rage variance extracted (AVE) values are
well over 0.5, meaning that each construct
explains more than 50% of the variance of
its indicators (Hair et al., 2011).
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Constructs' influence on Constructs' influence on
Protective Actions Supportive Actions
Path Student's| P [ Signifi Path Student's| P |Signifi
Coefficient| Test |Values | cance | Coefficient| Test | Values |cance
Vulnerability 0.164 2.395 | 0.017 * 0.140 1.986 | 0.047 *
Severity 0.046 0.741 | 0.459 0.198 3.132 | 0.002 | **
Self-efficacy 0.305 4.246 | 0.000 | *** 0.135 1.974 | 0.048 *
Response efficacy| 0.210 2.966 | 0.003 | ** 0.185 2.276 | 0.023 *
Social influence 0.167 2.515 | 0.012 * 0.243 3.404 | 0.001 |
Education -0.047 0.876 | 0.381 -0.038 0.720 | 0.471
Gender 0.082 1.347 | 0.178 0.057 0.934 | 0.351
Firm Size 0.037 0.668 | 0.504 -0.048 0.822 | 0411

#% p<0,001, *#* p<0.01, * p<0.05

Table 5: Value and significance of path coefficients.

5.3.2. Discriminant validity

Discriminant validity was assessed
through two criteria (Appendix D): all (1)
heterotrait-monotrait ratios of correlations
(HTMT) are smaller than 0.85 (Henseler
et al., 2015, 2016), and (2) the Fornell-
Larcker criterion is met because for each
construct, the square root of the AVE
exceeds the highest correlation with the
other constructs (Fornell & Larcker, 1981).

5.4. Structural model analysis

Our model explains a significant amount
of the variance in our endogenous variables;
Rz values are close to their adjusted values,
i.e.,0.378 (0.352 adj.) for protective actions
and 0.374 (0.347 adj.) for supportive actions.
Bootstrapping provided the estimated t-va-
lues (Student’s test) and p-values to assess
path coefficient significance (table 5).

In Figure 3, the R? values reflect the
model’s in-sample predictive power
(Sarstedt et al., 2014). These values are
satisfactory (R?_Prot = 0.38 and R? Supp
= 0.37) for a behavioral study (Hair et al.,
2011; 2017a).
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Self-efficacy has a strong and significant
influence and explains 31% of the CEOs’
protective actions, followed by response
efficacy (b=0.21), social influence (b=0.17)
and perceived vulnerability (b=0.106).
Neither perceived severity nor any of the
CVs are significant, having a quasi-null effect.
The variables with the strongest influence
on supportive actions are social influence
(b=0.24), perceived severity (b=0.20) and
response efficacy (b=0.19). Perceived vulne-
rability and self-efficacy follow (b=0.14).
The CVs do not exert any effect on either
protective or supportive actions.

5.5. Common method bias
assessment

Several means to assess and minimize
common method bias were used (Podsakoff
et al.,2003; Straub et al., 1995). First, a priori
procedural remedies (Podsakoff et al., 2012)
were used, such as improvements to scale
items to eliminate ambiguity and a mix of
Likert scales with answer categories, such
as yes/no, multiple choice and slider ques-
tions. Second, the marker variable approach
was adopted, following the guidelines of
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Figure 3: Comparison of results
between protective and supportive actions.

Simmering et al. (2015, p. 476). The cor-
relational approach described by Lindell &
Whitney (2001) was used. This technique
has recently been fully demonstrated to
provide an overall indication of the extent
to which CMV biases the results of PLS-SEM
studies (Malhotra et al., 2017; Schaller et
al., 2015). Job tenure was used as a post
hoc marker variable (Simmering et al.,
2015), as it is theoretically uncorrelated
with the variables included in the model.
The results demonstrate (see Appendix E)
that the maximum shared variance between
the marker variable and the latent factors
included in the models is 4.3%, below the
threshold of 9% recommended by Tehseen
et al. (2017). Third, several crosschecks
were performed to increase the reliability

of the questionnaire, and fourth, the results
of the structural model demonstrated
different levels of significance for the path
coefficients.

6. DISCUSSION

6.1. Contrasting the
determinants of SME CEOs’
protective and supportive
actions

The results show that our model explains a
significant amount of variance for both pro-
tective (R2=0.38) and supportive (R2=0.37)
actions. They also highlight expected and
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wariasies | Moot [ Tootveis [ supporive [ st
Perceived vulnerability 0.16* Hla: Yes 0.14* H1b1: Yes H1b2: Yes
Perceived severity 0.05™ H2a: No 0.20%* H2b1: Yes H2b2: No
Self-efficacy 0. F1l5 H3a: Yes 0.14* H3b1: Yes H3b2: Yes
Response efficacy 0.2 % H4a: Yes 0.19%* H4b1: Yes H4b2: Yes
Social influence 0.17%* H5a: Yes 0.24%%* H5b1: Yes H5b2: No

Table 6: Comparison of variable influences and hypothesis validation.

unexpected discrepancies between the
determinants of SME CEOs’ protective and
supportive actions (see table 6).

For protective actions, all hypotheses
were validated except for perceived seve-
rity, which was not significant in this study.
Self-efficacy exhibited the most significant
effect (0.31%**), and significant results were
also found concerning response efficacy
(0.21*%) social influence (0.17*) and per-
ceived vulnerability (0.16%). Self-efficacy
was the predominant driver of SME CEOs’
protective actions, which suggests that
when CEOs have positive perceptions of
their behavioral efficacy, they tend to be
more secure and implement ISS measures
by themselves. As expected, perceived
vulnerability exhibits a positive impact on
protective actions (0.16%), confirming our
hypothesis that for SME CEOs, the threats to
their ISS remain personally relevant. These
results confirm the validity of PMT and social
influence on SME CEOs’ protective actions.

Studying supportive actions provides
rich insights. First, all our hypotheses for
the expected effects of the constructs on
supportive actions are validated. Moreover,
with an R? of 0.37, the explanatory power of
our model is satisfactory, implying that PMT
can be successfully used to explain TMS.
Second, the hypotheses concerning the
discrepancies between the drivers of pro-
tective and supportive actions are partially
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validated (3 out of 5) and require specific
attention. While we hypothesized the same
effect concerning the influence of perceived
severity and perceived vulnerability, only
perceived vulnerability exhibits a similar
effect on protective and supportive (0.16*
vs. 0.14%) actions (H1b2 is validated).

The effect of perceived severity on pro-
tective actions does not appear to be signi-
ficant, while its effect on supportive actions
is significant and much stronger (0.05NS
vs. 0.20%*); hence, H2b2 is not validated.
The fact that the impact of severity is not
significant for protective actions may be
explained by the high level of the CEOs’
self-efficacy (b=0.31) to trigger these pro-
tective actions. Hence, when CEOs feel
they have control over protective actions,
the impacts of a security breach will not
be important (self-confidence and maybe
overconfidence). In contrast, perceived
severity is strongly significant for supportive
actions. A possible explanation for this result
is that when CEOs delegate to and support
another skilled person, they assume that if
an ISS disaster occurs, it will have a grea-
ter impact than it would if they had taken
personal charge of their company’s ISS
measures. This result could also illustrate a
lack of confidence of CEOs in IT specialists
when addressing ISS-related issues. Another
explanation lies in an inversion of causality:
because they fear potential severe impacts
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of security breaches, CEOs outsource their
company’s ISS to IT specialists. Arbitrating
between these two potential explanations
deserves additional investigation.

As hypothesized for H3b2, self-efficacy has
alower influence on supportive actions than
on protective actions (0.14* vs. 0.31%%*%*),
as protective actions are more technical
and need more perceived capabilities than
simply providing support to the person in
charge; thus, H3b2 is validated.

However, in line with what was expected,
response efficacy exerts a similar effect on
protective and supportive actions (0.21%*
vs. 0.19%); hence, H4b2 is validated.

An interesting result regards the impact of
social influence (H5b2). We hypothesized a
similar effect for both types of actions, but
the effect on supportive actions appeared
to be greater than that on protective actions
(0.24*%** ys. 17%). Hence, H5b2 is not vali-
dated. More importantly, social influence
appears to be the main determinant of
SME CEOs’ supportive actions. This result
is explained in greater depth in the next
subsection.

6.2. Theoretical implications

This study offers several theoretical impli-
cations. First, we extend the knowledge on
SME CEOs and their ISS behavior by offering
new insights on the type of actions they can
implement as well as on what determines
these actions.

Second, this research contributes to the
literature on ISS by identifying discrepan-
cies between the determinants of SME
CEOs’ protective and supportive actions.
This finding confirms the relevance of dis-
tinguishing the two types of behaviors,
especially for small businesses. Hence, the
results show that, in contrast with those
of large companies, SME CEOs exert both
protective and supportive behaviors (see

appendix C) and that these two ways of
managing ISS are influenced by distinctive
triggering factors. Protective actions (i.e.,
when CEOs decide to implement security
measures by themselves) are determined
mainly by self-efficacy; however, this is much
less the case for supportive actions that are
more strongly impacted by social influence.
These differentiated effects can also explain
the discrepancies found in previous studies
between the effects of the determinants on
ISS behaviors: they may depend on the type
of behavior (protective or supportive), on
the intention vs. action, and on the popula-
tion investigated (students, I'T professionals,
employees, and CEOs).

In appendix C, we observe that the
percentage of CEOs having a high level of
protective actions is the same, regardless
of the size of the company (25-28%). This
finding confirms studies showing that
whatever the SME’s size, some CEOs want
to act by themselves and do not delegate
managerial or IS/ISS decisions (Barberet al.,
2016; Jaouen & Lasch, 2015). Conversely,
the share between low and medium levels
of protective actions evolves from nearly
1to 1 (37% vs. 38%) in very small SMEs
to more than three times (57% vs. 17%)
for large SMEs. For supportive actions,
the levels evolve more gradually when
the company size increases (low levels
increase by 14%, while the medium and
high levels decrease by 7% each). We could
have assumed that as firms grow more,
CEOs increase their level of supportive
actions more. Nevertheless, the proportion
of “high-level” supportive actions decreases
as the size of the firm grows. We can then
conclude () that the proportion of CEOs
who implement protective actions by them-
selves is stable regardless of the size and (b)
that the highest level of supportive actions
is found in the smallest firms.

Third, we contribute to the knowledge on
the TMS determinants in ISS by validating
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the explanatory power of PMT. We vali-
dated the significant impact of five factors,
namely, perceived severity, perceived vulne-
rability, self-efficacy, response efficacy and
social influence, which exhibited the most
important influence on TMS. TMS has been
found to be critical for the success of ISS
projects (Daud et al., 2018; Hu et al., 2012).
Although there are many practical guide-
lines for enhancing TMS in ISS and many
studies showing its effects on employee
compliance, its drivers have almost never
been investigated. This first quantitative
study of TMS drivers in ISS helps address the
lack of theoretically based and empirically
validated research in this area.

Fourth, for SME CEOs, the main deter-
minant of TMS is social influence. Because
the theoretical background showed that
SME CEOs often lack time and IS/ISS skills,
we can assume that when they are aware
— because of external influences — of
the importance of ISS issues, it is easier
for them to implement supportive actions
than protective ones. Another justifica-
tion could be that supportive actions are
often less time-consuming and burden-
some than protective actions, especially
for CEOs who lack ISS skills. This strong
effect of social influence shows that the
professional network plays a crucial role
in enhancing CEOs’ actions in ISS. In this
way, it would be particularly fruitful to
extend the analysis of TMS determinants
to other extra-organizational members of
CEOs’ networks and other environmental
factors. This interesting result could also
be put into perspective with studies about
the multiple patterns of social influence
(Burkhardt, 1994; Johnston & Warkentin,
2010): according to the type of actor and
the pattern of relation, they can (a) follow
the advice or (b) be inspired by similar
behaviors of their social network actors:
peers, competitors, suppliers, customers or
personal networks. In this way, this study
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has deepened our knowledge of the ISS-
related actions of CEOs and, by extension,
top managers.

Finally, in accordance with Johnston et
al. (2015), our results show that perceived
vulnerability exhibits a positive impact on
protective actions, confirming our hypo-
thesis that for SME CEOs, the threats to
their ISS remain personally relevant, in
contrast to the case for employees. Hence,
our results can challenge existing literature
on this topic (for instance, Li et al. (2010)),
as our results confirm that SME CEOs tend
to identify themselves much more strongly
with their firms than their employees do
(Jaouen & Lasch, 2015).

6.3. Managerial implications

This study makes a number of contribu-
tions to practice. The distinction between
CEOs’ protective and supportive actions
is critical.

In the smallest SMEs, CEOs are often
alone and forced to undertake protective
actions (see Figure 1). However, if necessary,
CEOs can sometimes rely on other IT-skilled
staff and therefore exert supportive beha-
vior. In the largest SMEs, we found that the
proportion of CEOs who exert a high level
of protective measures does not vary (see
Appendix C), even if the CEO is surrounded
by more technicians. However, the level
of supportive behavior tends to diminish.
Therefore, the focus should be placed on
the determinants of supportive actions,
i.e., TMS, to maintain its benefits for ISS.

We found that social influence exerted
the main effect on TMS. Hence, we recom-
mend benefiting from CEOs’ professional
networks or their relationships with cus-
tomers, suppliers, and partners. CEOs could
also meet peers through social events. After
social influence, TMS is similarly impac-
ted by both threat and coping appraisals.
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Perceived vulnerability and severity are mat-
ters of awareness: reports of security surveys
and assessments of risks and consequences
could be made available to CEOs, regardless
of the size of the company. Government
bodies could increase the spread of exe-
cutive security reports, including actual
examples of companies that experienced
security breaches and their consequences,
and they could provide online tools to allow
easy self-assessment. CEOs could specify the
features of their companies, such as their
size, industry, extent of strategic activities,
and turnover, on their websites to obtain an
assessment of the potential risks and losses.

Coping appraisal is an important deter-
minant of both supportive and protective
behaviors. Even if self-efficacy is less impor-
tant for triggering supportive actions, having
knowledge of the most basic safeguards
remains incontrovertible as a driver of pro-
tective behaviors (Crossler & Bélanger,
2014; Gurung et al., 2009; Liang & Xue,
2010). Hence, knowledge sharing could be
initiated through social exchanges (profes-
sional networks) and through interactions
with technicians. Knowledge of the main
problems and how they have been solved
and elements of technical vocabulary could
then be acquired.

In appendix C, the comparison between
the levels of protective and supportive
behaviors shows that when the level of
protective actions is high (more than 5
out of 7), the level of supportive actions is
also high for 65% of CEOs. The opposite
is not true. The same can be observed for
low levels of actions. We can assume that
by providing support, CEOs learn from
their interactions with external providers or
internal IT staff (therefore increasing their
awareness about dangers) and acquire tech-
nical bases through these exchanges (thus
resulting in higher perceived self-efficacy).

The second element of coping apprai-
sal, i.e., the perception of the efficacy of

responses, is important for protective beha-
viors and could be enhanced in the same
manner as self-efficacy. Supportive behaviors
can be enhanced through greater confidence
in the capabilities of the internal person in
charge or the external technician. Therefore,
building on social capital through better
communication and knowledge sharing
would enhance TMS for ISS projects (Liu et
al., 2015). For external experts, agreements
or certifications could increase the necessary
confidence in their skills.

6.4. Limitations
and future research

Although this study provides meaningful
insights, it has several limitations. First, we
could not test the effects of certain CVs,
such as industry type, financial resources
or IT intensity. Second, the proportion of
companies did not allow us to perform
significant subgroup analyses, for example,
addressing firm size (micro, small, medium
and large) or gender influence. Replicating
this study using a larger sample size would
allow for such analyses. It would also be
interesting to identify specific ISS-related
behaviors that depend on specific demo-
graphic variables. Future studies could also
integrate CVs assessing the presence of
internal and/or external I'T specialists. This
assessment could include the number of
internal/external IT specialists and, for each
one, the actual time spent at work (e.g., 2
days a week) and the approximate time
share between IS and ISS (e.g., 80% for IT
and 20% for ISS).

Even though we included in our study
the influence of peers and professional
networks through social influence, a third
limitation is that SME CEOs can also be
socially influenced by indirectly connected
peers, such as connections of connections,
contacts of contacts, and friends of friends.
Including this indirect social influence or
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using a role equivalence model (Burkhardt,
1994) would be an interesting area for
further research. Moreover, this direction
would permit the assessment of a potential
differentiated effect of direct and indirect
social influences on protective and suppor-
tive actions. In the same vein, as CEOs can
be subject to other types of organizational
influences, normative and coercive forces
could be investigated.

The determinants of TMS also deserve fur-
ther investigation. Future research should
investigate the conditions under which
our findings can be extended to the top
managers and CEOs of large firms. In larger
companies, comparing the drivers of CEOs’
protective and supportive behavior with
those of other non-IT top managers would
be interesting. Finally, because we could not
test all supportive actions, our scales could
be complemented by other items related
to TMS, with a focus on various kinds of
championing behaviors, for example.

Future studies should consider the type
of behavior (protective or supportive), the
intention vs. action and the population
investigated (students, IT professionals,
employees, and CEOs) because it may
explain some of the discrepancies identified
in the effects of PMT constructs.

This research also has implications for
IS-related TMS. We suggest that other
constructs borrowed from the common
theories about IS acceptance and use, such
as the performance expectancy related to
an IS project, can contribute to TMS in IS.

Our last avenue for future research cor-
responds to a more dynamic vision of ISS
behaviors. Recently, Karjalainen ez al. (2019)
showed that ISS behaviors can change over
time and circumstances. Therefore, we advo-
cate for conducting long-term multilevel*

research programs (Siponen & Baskerville,
2018) including, for example, longitudinal
studies and the adoption of iterative models
such as the CMUA, i.e., coping model of
user adaptation (Beaudry & Pinsonneault,
2005; Baillette & Barlette, 2018).

7. CONCLUSION

This study analyzed the determinants of
SME CEOs’ actions regarding ISS. Through
the study of 200 SME CEOs, we showed the
relevance of separately analyzing CEOs’
protective actions and supportive actions
corresponding to TMS. An important
contribution of this survey is the distinction
between the two types of actions. First, they
are triggered and influenced by different
factors. Second, not acting directly does
not imply that CEOs are not concerned
with ISS. Exerting supportive actions is
also crucial, and better triggering TMS is
critical to SMEs’ ISS, especially because
employees’ ISS behaviors are positively
influenced by their managers’ behaviors
and expectations (Boss et al., 2009; Daud
etal.,2018; Huet al., 2012).

This research contributes to a body of
academic literature that insists on the impor-
tance of executive involvement and TMS.
Another key contribution is that this study
proposes the constructs of PMT and social
influence as new and powerful predictors of
ISS-related supportive actions by SME CEOs.

The findings are also relevant for practitio-
ners. Differentiated levers can be activated
to enhance either protective or supportive
actions, depending on the level of IT-skilled
resources surrounding the CEOs. We then
encourage, among other means, the usage
of networks to drive CEOs to engage them-
selves in TMS. Ultimately, we advocate for

4 Siponen & Baskerville (2018) propose four research levels: metalevel research, basic research, applied
research, and postintervention research. The ultimate goal of such programs is to “demonstrate the best track
record of intervention rates for a given ISS problem” (p. 259).
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future research on the determinants of TMS,
i.e., supportive actions in IS, which remain
under researched, and especially in ISS,
which have rarely been investigated to date.
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APPENDIXES

APPENDIX A: THE 29 PREVIOUS STUDIES USING PMT
AND THEIR MAIN CONSTRUCTS

Determinants of ISS-related actions Dependent Variables
Authors Year Sample Perceived Perceived Response Self | Response Social Behavioral | Protective | Supportive
Severity | Vulnerability Efficacy | Efficacy Cost Influence Intention Actions Actions
Workman et al. 2008 [Employees, Large IT firn + + + 43 + X
Gurung et al. 2009 |Students + NS + + Ns X
Herath & Rao 2009 |Employees, All Sizes NS + + X
Lee & Larsen 2009 |SME executives (60% IT) + o ¥ # + + p- x
Ng et al. 2009 |Employees, All sizes NS + + X
Anderson & Agarwal 2010 |Public users and students o+ + 9 NS X
Johnston & Warkentin | 2010 |Faculty, staffand students - NS . + L X X
Liang & Xue 2010 |Students + % + + * X X
Siponen et al. 2010 |Employees, large companies + NS + + X X
Lee 2011 |Faculty + * + + NS X X
Ifinedo 2012 [Employees, All sizes = + + + NS + X
Vance et al. 2012 |Administrative, City Govt + NS - + + X
Yoon & Kim 2013 |Employees, All Sizes + NS + + NS X
Crossler & Belanger 2014 |Students and citizens . - + i NS X
Siponen et al. 2014 |Employees, All sizes + + NS + NS + X X
Boss et al. 2015 |Students + NS NS NS + X X
Johnston et al. 2015 |Employees, City Govt + NS + + X
Posey et al. 2015 [Employees + + NS 4
Tu et al. 2015 |Public users + # +* + X
Chen & Zahedi 2016 |Individuals + + ¥ + X
Hanus & Wu 2016 |Students NS NS + + NS X
Tsaiet al. 2016 |eCommerce users - NS + + + X
Warkentin et al. 2016 |Students + + NS + X X
Barlette et al. 2017 |SME CEOs NS NS + * - + X X
Menard et al. 2017 |Home users and employees NS NS + NS NS X
Thompson et al. 2017 |Home computer users NS 4 NS % + NS p:4 x
Moody et al. 2018 |Working professionals NS o NS - X
Mwagwabi et al. 2018 |Intemet users NS NS + 4 NS X X
Lietal 2019 |Employees NS + + % + X
Authors (Protective) SME CEOs NS + + + + X
Authors (Supportive) SME CEOs * + ¥ * + X
NS: Non-significant;  =: Opposite effect

NB: Siponen et al. (2014) conducted the sole study addressing supportive actions, but in their analysis, they
did not distinguish these behaviors from protective actions.
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APPENDIX B: VARIABLES, ITEMS AND CODES

Variable Reference Item Scale| Code
IfI l({st njny computerized data, there would be serious problems for my L7 PSEVI
organization.
Perceived Vance et al,, 2012; If my computerized data were temporarily not available, serious information
: : : L7 PSEV2
severity Siponen et al., 2014 security problems would result.
An information security breach would have a serious negative impact for my 17 PSEV3
Threat company.
A isal S = p e T
ppraisal An.u"fiormatlon security problem could occur if I did not apply security L7 PVULL
Vance et al., 2012; polices.
wﬁ]:’:}:;;fy Ifinedo, 2012; MZ p_e;rson;l fiasta could be subject to a threat if I did not apply information L7 PVUL2
Siponen et al., 2014 SCCUTLY POTCISS. - T 5 =
My company could be subject to a threat if I did not apply information
) EA L7 PVUL3
security policies.
If I implement information security measures in my company, it will keep IS
3 L7 REFF1
Vance et al., 2012; security breaches down.
Response Ifinedo, 2012 If I take charge of information security in my company, it will limit the impact L7 REFE2
efficacy of an information security problem.
) Vance et al., 2012 Even if I complied with mff)rmahon security pol}cles, information security L7 REFF3
Coping problems could not be avoided (Reverse-coded item). Dropped
Appratsal I can implement informati it res by mysclt. L7 | SEFFL
Vance et al., 2012; can implement information security measures by myself.
Ifinedo, 2012 i . : 5 :
Self-efficacy Implementing information security measures is easy for me. L7 SEFF2
Lent et al. 2006; Thave the capability to solve problems during the implementation of security 7 SEFF3
Ifinedo, 2012 measures.
My cf)mpemors have adopted or are in the process of adopting information L7 SINFL1
security measures.
Social Lee & Larsen, 2009; . . . . . 5
Tifliience Anderson & Agarwal, 2010 My partner companies believe I should adopt information security measures. L7 SINFL2
My. customers believe I should adopt information security measures to protect L7 SINFL3
their own customer data.
Rondsau'etal,, 2006; I have personally implemented information security measures in my compan;
Workman ct al., 2008 (passwgr e e 5 4 Y eompany |17 | prOTI
Yoon & Kim, 2013 » Dackups, upcales, ele.)
Protective Lai et al., 2012;
Actions Liang & Xue, 2010; I regularly perform antivirus updates or backups in my company. L7 PROT2
Boss et al., 2015
Jarvenpaa & Ives, 1991 I get son?e mfonn.anon about my competitors' practices concerning L7 PROT3
information security.
Johnston & Hale, 2009; I regularly validate the IS security measures proposed by the person in charge L7 SUP1
Thong et al., 1996 of my company's ISS (I am not the person in charge).
Boonstra, 2013; Lee & Larsen, (I regularly validate the IS security budgets proposed by the person in charge of
K s 3 ) L7 SUP2
Supportive 2009; Thong et al., 1996 my company's ISS (I am not the person in charge).
Actions Stemberger et al., 2011; I regularly support the person in charge of my company's ISS (I am not the L7 SUP3
Ragu-Nathan et al., 2004 person in charge). N
Siponen et al., 2014; . , . .
Posey et al, 2015 I regularly raise my employees' awareness of IS security measures. L7 SUP4
; Ifinedo, 2012; 1: Self-taught; 2:NVQI1-2; 3:Alevel; 4:Higher educ.; 5 BA/BS;
Educat; 1to6 | EDUC
ueation Johnston et al, 2015 6: MS/MA and higher ©
Control Venkatesh et al., 2003; . _
Variables Gender Chen & Zahed;, 2016 Male =0; Female =1 0/1 GEND
i 3 Ifinedo, 2012;
F y > r of empl N
irm Size Lee & Larsen, 2009 Number of employees um SIZE
3:;‘::;9 Job Tenure szsi::nicn}t:ha:,gzg 12214: Number of years in the position Num | TENURE

NB: REFF3 was not included in the analyses because of poor psychometric properties.
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APPENDIX C: SUPPORTIVE AND PROTECTIVE BEHAVIORS BY
LEVEL AND BY COMPANY SIZE

Supportive and protective behaviors by level

Protective behaviors

Low |Medium| High Total
[1-3] | I3-5[ | [5-7]
Low 50 16 5 71
[1-3] 56% 28% 10% 36%
Supportive [ Medium| 23 26 13 62
behaviors | ]3-5] 26% 45% 25% 31%
High 17 16 34 67
[5-7] 19% 28% 65% 34%
Total 90 58 52 200
100% | 100% | 100% | 100%

The levels correspond to the average of the items measuring each type of behavior. We used Likert scales;
therefore, the levels are between 1 and 7.

Supportive and protective behaviors by company size

Size Lae:teicl)rcl)f Supportive | Protective | Total
Micro Low. 25 [31%]| 30 |37%
0-9 Medum | 26 [32%] 31 [38%]| 81
High 30 |37%]| 20 |25%
Smmall Low 25 [35%| 33 |46%
10-49 Medum | 23 [32%] 19 [26%] 72
High 24 [33%]| 20 |28%
. Low 21 [45%)| 27 |57%
l\gg_dzl‘sn(;‘ Medium | 12 [25%] 8 [17%| 47
High 14 |30%]| 12 |26%
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APPENDIX D: CONSTRUCT RELIABILITY, CONVERGENT
AND DISCRIMINANT VALIDITY

Composite reliability, average variance extracted
and the Fornell-Larcker criterion

Composite é;zziz Perceived |Perceived| Self- |Response| Social | Protective
Reliability Extracted vulnerability | severity |efficacy| efficacy |influence| Actions

Perceived vulnerability | 0.925 0.805 0.897

Perceived severity 0.882 0.713 0.607 0.845

Self-efficacy 0.927 0.808 0.168 0.101 0.899

Response efficacy 0.953 0.910 0.380 0.304 0.372 0.954

Social influence 0.894 0.739 0.358 0.278 0.132 0.281 0.859

Protective Actions 0.826 0.613 0.390 0.286 0.444 0.452 0.342 0.783
Composite Avgrage Perceived [Perceived| Self- [Response| Social |Supportive
Reliability Variance vulnerability | severity |efficacy| efficacy |influence| Actions

Extracted

Perceived vulnerability | 0.926 0.806 0.898

Perceived severity 0.881 0.711 0.612 0.843

Self-efficacy 0.926 0.808 0.166 0.098 0.899

Response efficacy 0.953 0.910 0.380 0.302 0.372 0.954

Social influence 0.896 0.741 0.360 0.279 0.134 0.280 0.861

Supportive Actions 0.930 0.769 0.442 0.420 0.281 0.426 0.420 0.877

. .. The diagonal represents the square root of AVE values
Validity Conditions =07 >05 Square foot of XVE > higher %orrelation with other constructs

Discriminant validity: Heterotrait-monotrait (HTMT) ratio of correlations

Vulnerability | Severity . fi‘::g;y P;ef;i (::;e m?](::::le P::)ctg(c):ll:e Education | Gender Size
Vulnerability
Severity 0.716
Self-efficacy 0.189 0.122
Response efficacy 0.427 0.356 0.415
Social influence 0.412 0.322 0.155 0.318
Protective Actions 0.493 0.381 0.571 0.575 0.432
Education 0.037 0.063 0.060 0.068 0.034 0.024
Gender 0.042 0.041 0.103 0.152 0.077 0.176 0.109
Size 0.062 0.028 0.031 0.083 0.088 0.117 0.029 0.148
Vulnerability | Severity . f?’::tif;y Re?:.f; (;:;e mi]?;.(:ré:::e Sl:)g:;)(:llsve Education| Gender Size
Vulnerability
Severity 0.716
Self efficacy 0.189 0.122
Response efficacy 0.427 0.356 0.415
Social influence 0.412 0.322 0.155 0.318
Supportive Actions 0.494 0.481 0.313 0.472 0.472
Education 0.037 0.063 0.060 0.068 0.034 0.028
Gender 0.042 0.041 0.103 0.152 0.077 0.120 0.109
Size 0.062 0.028 0.031 0.083 0.088 0.079 0.029 0.148
Validity Threshold <0.85
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APPENDIX E: CORRELATIONS BETWEEN THE MARKER
VARIABLE AND LATENT VARIABLES

Viilivershllity| Swsmrity ?elf- Response . Social | Protective Ma.rker
efficacy | efficacy | influence | Actions [Variable
Vulnerability
Severity 0.527
Self-efficacy 0.127 0.112
Response efficacy 0.380 0.281 0.288
Social influence 0.328 0.220 0.088 0.277
Protective Actions 0.411 0.276 0.361 0.450 0.304
Marker Variable 0.137 0.148 0.039 0.100 0.090 0.177
Highest squared correlation: 0.177> = 3.1%
. ; Self- Response | Social [Supportive| Marker
Valnexability| Severty efficacy efﬁiacy influence ApcI:ions Variable
Vulnerability
Severity 0.527
Self-efficacy 0.127 0.112
Response efficacy 0.380 0.281 0.288
Social influence 0.328 0.220 0.088 0.277
Supportive Actions 0.429 0.375 0.234 0.422 0.400
Marker Variable 0.137 0.148 0.039 0.100 0.090 0.208
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Highest squared correlation: 0.208% = 4.3%




